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1. LE-580FX Software Installation

<Notice>

LE-580FX Window supports WinPcap Ver4.1.3. When you install the LE-580FX
Window, WinPcap Ver4.1.3 will automatically be installed. If you have other version
of WinPcap in your PC already, please uninstall it and then install LE-580FX
Window.

L LE-580FX Window Setup A=) & LE-580FX Window Setup

License Agreement
‘getlc‘""v‘;_ t"ﬂ;he LE-580FX Window Please review the license terms bisfore installng LE-S50F Window,
etup Wiza
This wizard will guide you through the installation of Press Page Down to see the rest of the agreement.
LE-580FX Windaw.
- B
Itis recommended that vou close all other spplications i g .._E.rlg_l..,l_s:_er Llcense Agreement
before starting Setup. This will make it possibie to update INFURTANT NUITIVE
relevant system files without having to reboat your This is a license agreement between you (either an individual ¢
ComAULen a single entity) and Lineeye Co, LTD. {"Lineeye "). Before
Click Next ta continue. installing or using this software, please read the following term:
and conditions carefully. By installing or using this software, yo
will be deemed to accept this license agreement. Do not instal
use this software if vou da nat accent or aaree with these licen
1F you accept the terms of the agreemert, click T Agres to continue. You must accept the
agreement to install LE-580FX Window,
7 l < Back ][ 1 agree ] [ Cancel
Setup program indicating LE-580FX Please read license agreement.
window(includes WinPcap) will be installed.  If confirm, please select accept option
Click Next for next step and click | agree for next step.

S LE-5B0FX Window Setup

L/ E-5B0FX Window Setup E]|§|@

Choose Gomponents Choose Install Location

T 3,
Choose which features of LE-580F Window you want bo install, Choose the Folder in which bo install LE-S80FX Window,
Check the components you want ko install and uncheck the components you don't wank to Setup will install LE-S80F Window in the Following Folder, To install in a different Folder, click
install, Click Next ko continue. Browse and select another folder, Click Next to continue.

Sefect components to install Desirpkein
Destination Folder
Space required: 19,0MB | Space required: 19.0MB
‘ e Space available: 38.5GB
[ <Back || mea> | [ concel | [ spack J[ met> | [ concal ]

Please select installation of WinPcap or not. Please check Destination folder and

Click Next for next step. click Next to begin the installation.

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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# WinPcap 4.1.3 Setup Q‘il@

Welcome to the WinPcap 41.3 Setup
Wizard

This Wizard will guide yau through the entire WinPcap
installation.

For more information or support, please visit the WinPcap
home page.

itk s winpcap, org

Cancel

Click Next to start the WinPcap installer.

$ WinPeap 4.1.3 Setup (A=

Completing the WinPcap 413 Setup
Wizard

winPcap 4.1.3 has been installed on-your computer.

Click Finish to close this wizard,

Finish

This window will appear when finishing the

WinPcap installation. Clich Finish .

e'winPl:ap 4.1.3 Setup

Ri) y License Acreement
SN caP Please review the license terms before instaling WinPeap 4.1.3,

Press Pags Down to see the rest of the agresment.

“opryright () 1999 - 2005 NetGroup, Politecnicn di Torino (Tealy), ~
Copyright (c) 2005 - 2010 CACE Technologies, Davis (Calfarnia),

Copyright (c) 2010 - 2013 Riverbed Technology, San Francisco (California).

all rights reserved.

Redistribution and use in source and binary forms, with of withaut modification, are
ermitted provided that the Following conditions are met:

1. Redistributions of source code must retain the abave copyright notice, this list of
conditions and the Fallowing disclaimer.,
2. Redistributions in binary form must reproduce the above copyright notice, this list of

IF your accept the terms of the agreement, click T Agree to continue, You must accept the
agreement ko install WinPcap 4.1.3.

[ <geck | 1éges | [ concel |

Read the License Agreement. Click |

Agree if you agree with the license.

Installation Complete

Setup was completed successFully, E

Complated

Show details

Click Close to complete installation.

LINEEYE CO.,LTD
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2. Main Window

The top menus of LE-580FX include the following parts: File Menu, Edit Menu, View

Menu, Capture Menu, Media Type, Statistics Menu, PG Menu, Tools Menu, and Help

Menu.

*Language (English/Japanese) is selectable from version 1.5. Invoke LE-580FX

Window again after selecting the language.

M3 | E-580FX% Window — G#Proeram File neeye¥l E-bBOFX¥| E-580FX Window¥WorkSpace¥user cfe
File  Edit re  Media Type  Statistics PG Tooks  Help

&l Hmel g5l
ool $l&l =&
T £

o L e Eg PG
wiw) @“@
NIC A NIC B

= (& Resources
=) EfE} LE-580FX Ethernet Adapter
) Part& Link Down
) PottB Link Dawn

" [Mode: TAF mode LE-BROF Ethernet Adepter |

File Menu

Menu Choice Usage

Load Default
Workspace

Loads default system value.

Load Monitor Log | Loads monitored log(statistic information).

Exit Exits LE-580FX Window.
Edit Menu
Menu Choice Usage
Cut Cuts value
Copy Copies value
Paste Pastes value

LINEEYE CO.,LTD

E-Mail: info@lineeye.co.jp
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View Menu

Menu Choice

Usage

Alarm Info

3 Alarm Info

Type: |al

# TimeStamp |Statu§ Information |
1 2007{10f24 16:42:53  ; A-=B £4-127 Bytes/s: Current value=148808, Threshald=100
4 Z007/10/24 16:43:13 A-=B 64-127 Bytesfs: Current value=148808, Threshold=100
3 2007/10/24 17:02:05 A-=B 64-127 Bytes/s: Current value=148802, Threshold=100
4 Z2007/10/24 17:02:05 B-=A R Packet/s: Current value=142045, Threshold=100

5 2007/10/24 17:02:05 .Ef>A .Rx Utilization: Current value=99, Threshold=50

B 2007/10f24 17:02:05 .E->A .Rx Byke/s: Current value=9658992, Threshald=500000
T 2007/10/24 17:02:05 BE-=A 64-127 Bytesls: Current value=142045, Threshold=100
8 2007/10f24 17:02:25 A-=B 64-127 Bytesfs: Current value=148508, Threshold=100
9 2007/10/24 17:02:25 .E->A .Rx Packet/s: Current value=142045, Threshold=100
i0 Z007/10/24 17:02:25 .E->n .Rx Utilization: Current value=9%, Threshald=50

i1 2007)10/24 17:02,25 B-=8 Fix Byte/s: Current value=9659060, Threshald=500000
12 2007/10/24 17:02:25 B->A 64-127 Bytesfs: Current value=142044, Threshold=100
13 2007)10/24 17:03:25 A-=B 64-127 Bytes/s: Current value=1157, Threshold=100
14 2007/10/24 17:03:25 .E->n .Rx Packet/s: Current value=142044, Threshold=100
15 Z007)10/24 17:05:25 B-=4 Fxc Utilization: Current value=99, Threshold=50

16 2007/10/24 17:03:25 B-=A Rx Byte/s: Current value=9659036, Threshold=500000
17 Z007)10/24 17:05:25 B-=4 64-127 Bytess: Current value=142044, Threshold=100

Invokes Alarm Info window.

Control Window

NIC A

=2 Resources

= B LE-530Fx Ethermnet Adapter
) Port A Link Down
-} Port B Link Down

Invokes Control window. (default invokes)

LINEEYE CO.,LTD

E-Mail: info@lineeye.co.jp
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Capture Menu

Menu Choice Usage

Captu re Setu p M Gapture Setup Port A

General 1 Bufer |

No. MAC Address | vende 3‘
~Capture setup— 1
(+ &l packets 2
 wizard 3
" Advanced 4
" Capture by size 5
[}
7
8
2}
10
| 1
1 12
E P
14
= | [t

Apply

Setups Capture conditions for PortA and Port B.

C W d T3 LE-5680FX Window — C#Pragram Files¥Lineeye¥L E-580FX¥LE-580FX Window v1.5b003¥WorkSpace¥user.cfe

aptu re Inaow MY RED Frl) FIFe-0) SFPHIW FEHERG) 6 Y-MY) AMID

ol 4[ele] ol

[0 o] ¢l@l# &lxlo
|

8 Gapture Window Port A & B

=| »| 5| ©1/0|m|:| EHE.H
= 5 0. lockatus) lienath_oA__Isn

ex1l TCP
+ Eeher: 08 00 45 00 00 34 00 00 40 00 40
== == ther: 08 00 45 00 00 25 01 00 40 00 80
w ) b 55 00 45 00 00 5% 01 03 40 00 5
cher: 08 00 45 00 00 28 8 2D 40 00 40
NIC A NIC B e

EEEEEEEE 86 DD 60 00 00 00 00 20 11 01 FE
B et e % 55 42 20 00 20 o1 oa o0 00 o1
o PmAanF“H 08 00 45 00 00 4E 01 04 00 00 30

o ul 08 00 45 00 00 60 01 05 00 00 30

i
¥ INTERNET
5108 ( Trans

0x2000 ( 8132
Che 0x0F3z ( 57138 )
g er  : 00000 (0 )
opr: 12 bytes )

G000 0000: G5 oo 4s o0 v
00000020 00 34 00 FF 40 00 50 06 - 77 80 CO A8 00 18 CO A8
00000020: 00 D Ce 51 CE 91 B3 SE - 6E 52 00 00 00 00 80 02
00000030: 20 00 DF 32 00 00 Dz 04 - 0S B8 01 03 03 0 0L 01
oo00004o: 04 0z -

 ModsTAPmode  (ESOOPKEhemetAdee |

Capture Option

(™ WireShark

Apply | Cancel |

Selects analysis soft Ethereal or WireShark which will be started
from the Capture window.(Default : Ethereal)

(Ethereal and WireShark need to be installed.)

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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Media Type Menu

Menu Choice

Usage

Media Type

Invokes Media Type Setup window.

'ﬁ Media Type Setup Port A E“*:|-| l!3 Media Type Setup Port A E|?|E|

Command e~ Abilty | Cammand | - Abily |
[~ ¥ Auto-Negotiation [ Forced

v 10M Half @ 10M Half

v 108 Full " 108 Full

¥ 100 Half " 100M Half

v 100K Full 1008 Full

Advertize the above link capability 1!

Cancel Apply Cancel

The Command tab controls the selection of various speeds and
modes. The NW-Ability tab controls the use of auto-negotiation
for advertising various speeds and modes.

Set the conditions of each port in the PG mode. (Each port
works independently)

Set both ports as the same conditions in the TAP mode

according to target device. (When the condition is different, it is
not able to communicate.)

Default setting is Auto-Negotiation.

Compliant version: LE-580FX Window V1.4/ FPGA V1.7 or later.

LINEEYE CO.,LTD

E-Mail: info@lineeye.co.jp
6 http://www.lineeye.com
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Statistics Menu

Menu Choice Usage

Meter (Dashboard) Dashboard

oo w5

£ = . = =
Packeits i 10 100 1,000 1000 0000 148809 ]
Utiization {07 7 - T 1 .

L Frevs =0 i 1 1”” 1000 10000 1”?‘:@”; ]

il v
ety S i 10 100 1,000 Im,ﬁnn mn,‘nna 148809 ¥
Utiization (07 i == T L
e i I T 1,000 10000 mg:‘nna 148304

Provides communication conditions of Port A and Port B
through dashboard.

Meter (Threshold) M Meter Threshold Gonfig

Name Threshold " Bl
1 Packet/s 5000 =
2 |utilization 50 Reset Al
3 Error/s 70
4 |Byte/s 5000000 Sampling Fate:
5 Broadcast/s 500 1
[ Multicast/s =]
7 Filterl Packel/s 10
8 Filter2 Byte/s 10
9 Filterz Packet,'s 10
10 [ Filter2 Byte Count/s 10
11 | TCP Checksum Error/s 10
12 | IP Checksum Error/s 10
13 | Alignment Error/s in0
14 |Dribble Error/s 10
15 |CRC Error/s 10
16 |DI Checksum Error/s 10
17 |Sequence Miss/s 10
18 |Total Collision;'s 10
19 | Single Collision/s 10
20 | Multi Colliision/s 10 e ﬂ]

Provides threshold configuration.

Counter window 03 Counter Window
DA w| i @ tlelo]
Port # Port & | Port B | votal: z ports ~|
Link Status Link Dowm | Link Dowmn NfA = ‘
Full/Half - | - W/L
Speed - | - nsL
Receive Packet Rate al o nsL
Receive Byte Rate ol [u] N/fL
Receive Utilization 0,00 0.00 HiL
Transmit Packet Rate a o HiL
Transmit Byte Rate ol [u] NfL
Transmnit Utilization 0,00 0.00 HiA
Filter 1 Packet Rate a 5] HiA
Filter 1 Byte Rate a 5] HiA
Filter 2 Packet Rate a o N/
Filter 2 Byte Rate a o N/
Receive Packet ] 1} 1]
Receive Byte o o o
Transmit Packet ] 1} ]
Transmit Byte o o 0] b9

Invokes Counter window.

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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The choices for the PG Menu are described in the table below (for PG mode only):

Matrix Setu p B3 Matrix Setup Port A

@t | @8 2| »|=
No.  |Select |Preamble {byte) | Packet Length | Pattern (byte) |Frame Gap (bit |AppendCRC  |CRCError Al
1 [l ‘g 50 FFFFFFFFFFFF 95 ]
2 O ] &0 FFFFFFFFFFFF 95 O
3 (] ] ] FF FF FFFF FFFF 96 ]
4 (] ] ] FF FF FFFF FFFF 96 ]
5 (] ] ] FF FF FFFF FFFF 96 ]
6 [} 8 60 FF FF FFFFFFFF 96 (]
7 [} 8 60 FF FF FFFFFFFF 96 (]
8 |l 8 60 FF FF FFFFFFFF 96 (]
] |l 8 60 FF FF FFFFFFFF 96 (] @
am — - - ——————— {3} — 1
L S _— [
“Select Al “Selected Entries T motde:

Tx Frame Rete Setup -
[~ Select - " Continuous
o A CRE Total selscted l Lintt: |%utmzatlon ;]

e & Set counter [100
I~ CRC Error Fate: [100 | v
i Tx rate pre-calculate e g
I Dribbe Error (selected ertries) —
= Speed Mode: 100M PPy

I~ IP Checksum Error Pre-calculate I Enable Apply Matrix Settings

Invokes Matrix Setup window.

X_Tral I er M X Trailer Setup Port A @ M X Trailer Setup Port A

CTRRTTERT FTraer | TuiTraier [FRETTEET

I~ Enable TuX-Trailer I~ Enable RuxTraler

DI Offset: [0 T i T DI Offset; |0
T Fleset Tx Serial Number : &

Apply Cancel Apply Cancel

Append X-Trailer and set offset value in the Tx tab and enable
checking mechanism in the Rx tab.

FIOW Control M Flow Control Setup Fort A lZH'_lI@

I~ Enable Flow Contral

Apply

Option for enabling Flow Control function of target port of LE-
580FX in PG mode.

RxBERT 3 R BERT Setup. Port A [0

[~ Enable RxBERT

Cancel

Option for enabling BERT pattern check function of target port
of LE-580FX in PG mode.

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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The choices for the Tools ( “>—/L” in Japanese ) Menu are described in the table
below:

Menu Choice Usage

IFG Converter M [FG Converter @

Speed M): [ v] || GetIFG Vale| et Urit Type
Frame Size : !BU
Gap Value : 1950

Unit: | nsec -

Rate: 3600 - W

Edits frame gap in the IFG Converter.

Device | nfo Adapter Mame: {SE4936EA-FDSC-4101-81
D escription: LE-R80F< Ethernet Adapter -
MALC Address: 00-13-46

IP &ddress: 169,254,

IP Mazk: 266.265.0.0

Gateway P:

< | >
Provides device information in the lower half of the Control
window.

FPGA Download Makes version up for FPGA.

Language Changes the language from English to Japanese. Invoke LE-
580FX Window again after selecting the language.

Note: After installing the LE-580FX Window, the initial display
mode is in English on Windows OS of English version.

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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The choices for the Help Menu are described in the table below:

Menu Choice Usage

About...

Software:
LE-RB0F
w1 BRO0T
201311-26

LE

Hardware

FPGA
v1.8

Provides version information of both software of LE-580FX
Window and firmware of LE-580FX.

The buttons in the Main window tool bar are described in the table below:

Figure Usage

Opens a saved file.

Saves current file.

Loads default workspace.

Shows link established.

Shows link not established.

Shows link speed in 10M.

Invokes Capture Setup window.

Invokes Capture window.

Invokes Dashboard.

Invokes Counter window.

Invokes Warning Information window.

NN EREEHEEEE N

Invokes Tile Horizontally window.

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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TAP mode is defaulted as the first operation of LE-580FX. When choosing PG/ NICA/

NICB mode, the Warning message will be shown for confirmation.

3. Matrix Setup

Go to the Main window top menu and choose PG=>Matrix Setup to invoke the “Matrix
Setup Window”.

Use Matrix to edit a series of packets with various combinations to be transmitted
sequentially.

M3 patrix Sctup Port A

sHoy[* | 8| oo |
|No. Select |Preamble {byte) | Packet Length |Pattern (byte) |Frame Gap (bit |Append CRC |CRC Error '}I
5t ] ) &0 FF FF FFFF FFFF 96 ] |
2 [} 8 50 FF FF FFFFFFFF 96 |
3 [} 8 50 FF FF FFFFFFFF 96 |
4 |l 8 50 FF FF FFFFFFFF 96 |
i |l 8 50 FF FF FFFFFFFF 96 |
i [ 8 60 FFFF FEFFFEFF 95 |
ik [ 8 60 FFFF FEFFFEFF 95 |
8 [l 8 60 FFFF FEFFFEFF 95 |
9 [ i 60 FFFF FEFFFEFF 95 | &
‘... [l - . e e e e e (] —
~Select Al - ~Selected Entries Tx mode:
Tx Frame Rate Setup
[ Select " Continuous
i Total selected || Unt: [2Ctiization |
o ® Setcourter [0
[~ CRCError Rate: [100 | v
Tx rate pre-caleulat -
[ Aligrmert Errar = rale pre-calculate TXBERT-
I Dribble Eror (selected ertries) —
Spaed Mods: 1000 M
™ IP Checksum Error Pre-calculate ™ Enahle S e

Ta
Click the "Load Default” button [¥F] to invoke the factory default for Matrix setting.

There are 10 packets designed in the Matrix default setting.

Click the “Load from file” button IEIto load the saved Matrix file (excel format/mtx).

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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»
Click “Load from .dts file”  button |_|to load the captured data (monitored network
traffic and statistic information) in the “Matrix Setup Window”.

Click the “Export to Excel File”  button to export current file into an Excel file.

Click the %1 button. The Export to Matrix Mode message box will be shown to save

the captured file as a Matrix file (with extension “mtx”). This feature is helpful especially
when a Matrix file is loaded into the other port without re-edit packets, or a Matrix file is

reloaded into the current port when the current configuration is erased.

3 patrix Setup Port A

[No. |select |Preamble {byte) |Packet Length |Pattern (byte) |Frame Gap (bit |AppendCRC  |CRC Error )
L BRI & FFFEFFFFFFFE 95 ] [
2 [ ] &0 FFFFFFFFFFFF 95 O
3 [l 8 &0 FF FF FFFF FFFF 96 ]

4 [l 8 &0 FF FF FFFF FFFF 96 ]

5 [l 8 &0 FF FF FFFF FFFF 96 ]

6 (] g 80 FF FF FFFFFFFF 96 |
7 [ g 80 FF FF FFFFFFFF 96 |
8 [ g 80 FF FF FFFFFFFF 96 |
] ] g 80 FF FF FFFFFFFF 96 | =

= — - - ——————— {3} — |

) B . &

“Select Al “Selected Entries T motde:

Tx Frame Rete Setup
[ select - ¢ Cantinbious
o A CRE Total selscted || Unit: |%utmzatlon ;I
e @ Setcourter 100

[~ CRC Error Rete: 100 | ¥

Tx rate pre-caloulat —
[~ Alignment Errar = rate pre-calculate TxBERT-
[ Drible Errer (selected ertries) —

o Speed hMode: 1000 PRl

[ P Checksum Etror Pre-calculate I~ Enable AR e

Click the “Clear All” button ﬂ to clean the window. This is the Matrix Setup window
of Port B.

Click “Add new frames” buttonlgl to add the new frames.(up to 128 frames)
Click “Set Columns Width” buttonM to adjust the width of “Matrix Setup Window”.
LI: Start the packet transmission.

Ill: Stop the packet transmisson.

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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3.1 Edit Packet Pattern

To edit packet pattern, click “Pattern” on the exact packet and the l:, button will be

shown. Click the button to see the complete packet pattern.

M pfatrix Hetup Port A

st | 28| oo >«

Na. Select |Preamble (byte) |Packet Length | Pattern (b Frame Gap {bit |Append CRC |CRC Error ﬁ]l
1 ia 60 3 || =]
2 B £ |60 FF FF FF FF FPRF 98 1
3 B £ |60 FF FF FF FF FFFF |96 1
4 B L |60 FF FF FF FFFFFF 96 M
5 B L |60 FF FF FF FFFFFF 96 M
6 B L |60 FF FF FF FFFFFF 96 M
7 B L |60 FF FF FF FFFFFF 96 M
8 B L |60 FF FF FF FFFFFF 96 M
9 B 8 60 FFFFFFFEFFFF 96 1 =
.‘.-. - =i L n e e ee e o e L.l =

—Eelect All - Selected Ertries 1 Tx mode
i~ Tx Frame Rate Setup 1

[ Select
v Append CRC

]
- * Set counter 100
[~ CREC Errar Rate: [100 v] Y|
[~ alignment Error T rate pre-calculate - !
[~ Dribkle Error izelected entries) R |
Speed Mode: 100 PRl
[ B Cheehanm Bt Pre-calculste P [ Enakle Ay Matris: Sefings

" Cortinuous
Total selected || Unit: | 3L tilization -]

| TxBERT-

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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Erame Edit Port A

=\ B

ooooooo00: EF FF FF FF FF
oooooolo: o0 00 o0 oo o0
Qoooo0E0: 00 00 00 00 00
Qoooooz0: 00 00 00 00 00

File Option Frame type Toolz

FF
oo
ao
ao

oo
{uli]
oo
oo

t=1n]
oo
oo
oo

= ac
- oo
- an
- oo

oo
oo
ao
ao

oL
oo
oo
on

01 00 00 00 00 By e ... ...

QO OO R0 O obnriis nr st
GO OO0 OO e e i o em s
L A oy oy

Cancel ak,

This Frame Edit window for the chosen packet will appear for more configurations.

Erame Edit Port A

S| B T

ooooooon: | IPvd
00000010: ¢ TCF
00000020: € LIDP
I:IIIII:II:II:II:ISI:I:l.“E ARF
1P

ICMP

IGMP

| » Cugtom

File. Option BEEEGERTSE

Toolz
vt

o o O

FF
uls}
oo
uln}

oo
oo
oo
oo

g0
oo
uln}
uln}

OC 00 01 0l 00 0000 00 [PERRRLE. ...
00 00 00 00 00 00 00 00  ..ooooooieoeoo..
00 00 00 00 00 00 00 00 . .owonienonean s
00 00 00 00

Move the cursor to the Frame Type tab to popup the menu for protocol type.

In addition to Custom setting, you may choose other protocols, such as
IPv4/TCP/UDP/ARP/IPX/ICMP/IGMP.

LINEEYE CO.,LTD

E-Mail: info@lineeye.co.jp
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Frame Edit Port A

File. Option  Frame type  Toolz

EEEE

IPvd | noonoono: FFOFF FF FF FF FF OO 00 - 00 00 00 00 08 00 45 00 $rmmr. ... .. .
MACDest | rsrrrrssesss et h bl ot e e TOBRR B8 e
MAC Src oooooooooooo 00000030 00 00 00 00 00 00 00 00 - 00 00 00 o0 ..._.........
type az00

Yer 4

len L

To5 1}
tot 4&

1D 0
frag 0
TTL £d
prok 255
csum 79DzZ

SourcelP o.0.0.0
DestIP 0.0.0.0

Cancel J ak

Please read the specification for each protocol setting.

Frame Edit Port A

File.  Option 8 Toolz
|| oo IEEEN LA ]
Lol | MPLS

IPv4 | « [Pvd L 0000000: FE OFF FF FF FF FE 00 00 - 00 00 00 00 0% 00 45 00 §¥fy. ... ... E.
MAC Dest [ TGP a0000010: 00 2E 00 00 00 00 40 FF - 73 DZ 00 00 00 00 00 00 ...... [y g PR

< UDP 00000020: 00 00 00 00 00 00 00 00 - 00 00 OO0 00 00 00 00 000 .......coeoana.-
MAC Src i ERP 00000030: 00 00 00 00 00 00 00 00 - 00 00 00 00 ieiennannan
e |1 ey
¥er 1 IGMP
len {  IGMP
Tos { Cugtom

tot 46
D o

frag i}
TTL &4
prot ZEE

csum 79DzZ
SourcelP 0.0.0.0

|DestIp o.0.0.0
I

For Tags selection, choose “VLAN(Virtual Local Area Network)” or “MPLS(Multi-
Protocol Label Switching)”.

E-Mail: info@lineeye.co.jp
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VLAN: Add the VLAN number as tag information in the frame(MAC frame) to
distinguish the vertual LAN.
MPLS: Add the label in the frame and make the forwarding faster.

MPLS-
|Label1 | Add A emoue

v Automatically Set'Bottom of Stack!' Bit

= Mote
The label zelected in the lizt box corozpond to the
label actived for editing,

Tatal MPLS labels added : |1 Clase

Choose “MPLS” and then MPLS dialog will appear.
Choose the number of MPLS label. (up to 6)

Frame Edit Port A

File Option  Frame type  Tools

@]Ej I*J

IPvd 00000000: FF FF FF FF FF FF 00D 00 - 00 00 OO0 00 81 00 00 OO0 9. .- ... I...

en [rrmesmmsmss [Jovoono: o 7 BN o oo - 002 00 00 00 00 40 1z clln e

|MACSrc | 000000000000 000000S0: 00 00 00 00 00 00 00 00 - 00 00 00 00 oeenenenn..

|tpid 8100

!pri a

chi i}

¥id o

type |sga7

| Label ED

Experiment | 0

Bottom of |1

TTL 0

!VEI’ 4

|len £

ToS o

kot 46

D 0

frag i}

TTL 54

| prot ZEE

| csum 75m2

SourcelP o.0.0.0

DestIP 0.0.0.0

Cancel J aK

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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Erame Edit Port A

File BEES Frame tvpe  Tools

Ij:'] et length

ooon Setpattern | op oo oo oo oo - 0o oo o0 00 oo oo oo oo Mool
0oo000Io: 00 00 00 00 00 - 00 00 00 00 00 00 00 00

00o000z0: 00 00 00 00 00 00 00 00 - 00 00 00 00 00 00 00 00
0O000020: 00 00 00 00 00 00 00 00 - 00 00 00 00

Input Box

Fleaze input leneth (48-2000)

[

] A | Cancel I

Choose “Set Length” to edit packet length. Input the packet size from 48(min. size will

be different in packet type) to 2000 in the “Input Box”. Or you can mark the packet data.

Erame Edit Port A

File BeEsis® Frame tyvpe  Tools

' E[ et eneth |

oo | 80 - OC 00 Ol 01 00 00 00 00 $HRnARRr €. ... ...
| &5 00 - 00 00 0000 00 0000 00 ... ....oo....
00000020: 00 00 |:|' 00 - 00 00 00 00 d 00 00 o0
00000030: 00 00 0 frRAd

| GABA

sy oiboe) 8000 e ]

Ihcreaze
Decreaze
Bandom

(1) Mark the packet data where you want to change.
(2) Choose “AA” as set pattern.

(3) Click “OK” and go back to the Matrix Window.
(4) Click “Apply Matrix Settings”.

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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E; Matrix Setup Port A

st | D8 2/E » (=
[mo.  |select P Append CRC | CRC Erre A
11 3 (60 R T ] oe? ] =
¥ | 8 |60 FF FF FF FF FEFE OO0 B00CO0 01 96 ]
|3 [F] 3 &0 FF FF FF FF FFFF 00 800C0001 96 {5
4 [F] 3 &0 FF FF FF FF FFFF 00 800C0001 |96 {5
5 i 3 &0 FF FF FF FF FFFF 00 800C0001 | 96 {5
[ i 3 &0 FF FF FF FF FFFFO0800C0001 96 {5
7 O g |60 FF FF FF FF FF FF 00 80.0C0001 |96 =
8 O g |60 FF FF FF FF FF FF 00 80.0C0001 |96 =
9 < g |60 FF FF FF FF FF FF 00 80.0C0001 |96 = |
an [ | - P ——————————————m A A A | A (] /i o |
£ i ] 3|
~Select Al - Selected Entries 17 T mode
™ et i Tx Frame Rate Setup o~
ele Cartinuous
; Total selected li Unit: | % Lhilization ¥ ]
v Append CRC
&
[~ CRC Error Rate: [100 | W e
[~ alignment Error Tx rate pre-calculste - '.--TxElERT' 3
[~ Dribkle Error (selected ertries] [
; Al
[~ IP Checksum Error Pre-calculate SRR M I™ Enahle
At the column of Pattern (byte), the packet pattern will be changed accordingly.
—=elected Entries
Total zelected |
Mark the packets in the “Select” box which you want to transmit
The total selected packets are indicated in the “Information” window.
You can set other configuration as follow. Mark them if necessary.
M pfatrix Hetup Port A
st | D8 olF] > u|
MNo. Frame Gap {bit |Append CRC |CRC Error | Alignment Error_|Dribble Error | 1P Checksum Ervor 4 :
1 % M || =|
2 95 M [ 1 '
3 95 M [ 1
4 95 M [ 1
5 95 M [ 1
6 95 M [ 1
7 95 M [ 1
8 95 M [ 1
9 9% 1 O | |
-n | e =l 1 i i —-
< b3
“Select All - Belected Ertties 1 T moce
i~ Tx Frame Rate Setup 1
[~ Select . . — " Continuous
¥ Anpend CRC Total zelected l Linit: |%Ut|||zat|0n .LJ i
[~ CREC Errar Rate: [100 v] Y| SEEEREE 100
[~ alignment Error Ty rate pre-calculate - | TxBERT- ;
[ Drisble Errar [zelected entries) |
‘ Appl
[ B Cheehanm Bt Pre-calculste SREEHMocE - u &J [ Enakle Ay Matris: Sefings
Append CRC: Add CRC
CRC ERROR: Add CRC error
Alignment Error: Add alignment error.
Dribble Error: Add dribble error.
LINEEYE CO..LTD E-Mail: info@lineeye.co.jp

18 http://www.lineeye.com



LINEEYE LE-580FX Window USER' S MANUAL

IP Checksum Error: Add IP checksum error.

Click “Apply Matrix Settings” button every time you change the configuration.

3.2 Other Configuration
Tx mode
(" Continuous

" -~ 000 -:
{* Set courter {100

To send packets consecutively, choose “Continuous” mode in the “Tx Mode” pane.
Or choose “Set Counter” mode and input how many times you want to transmit. Up to
65535 packets can be set as a batch.

Select Al

[ Select

v Append CRC

[ CRCErrar

[ Alignment Error
| Dritable Error

[ IP Checksum Errar

Your marked items in the Select All pane will be reflected to the transmission packets.

Selected Entries
Tx Frame Rate Setup

Tatal selected Liriit: | el tilization

Rate: |1 0

Tx rate pre-calculate
[zelected entries)

; Ll
B | Speed Mode: 100k Py

Above is utility for inter-frame gap setup of selected entries.

Select target entries, set Unit/ Rate and click “Apply” . It calculates the frame gap value
and fills into selected entries individually.

Unit:nsec,usec,msec,sec,packet/sec,%Utilization,DataBits/sec,FrameBits/sec,totalBits/
sec,BitTime
Rate:100,95.45,90.32,85.28,80,75,70,65.12,60,50.08,50,45.04,40,35,30,25,20,15,10,5

Select target entries and click “Pre-caluculate” to show the total transmitting rate of
selected entries.

Click ﬂ button to show values of Rate field in different units.

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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[~ T=BERT

[~ Enakle

Check “Enable” to transmit BERT.
Please note, after TXBERT is being enabled, content of all generated packets are
replaced with content of BERT except DA, SA, and Frame Type field.

M Rx BERT Setup Port A EJ@

Apply | Cancel |

Mark “Enable EXBERT” in the “RXBERT” to check PRBS(2"23-1) in Rx.

M3 Ir G Converter |TI ._‘lz]
Speed(M): i ~| || GetIFs ‘v’aluel Get Unit T_I,Ipe|
Frame Size : iEEI

Gap Walue : iggu

Lrit: | NZEC __v_]

Rate: |9600 | v

Use “IFG converter” to calculate the frame gap.
Click “GET IFG Value” after setting of speed, Frame Size, Unit, Rate. The result(bit

time) will be displayed in the right side.

qﬂ Flow Gontrol Setup Port A E“E[ZJ

Apply Cancel

Mark on “Enable Flow Control” in the “Flow Control” to apply the flow control for
Ethernet.

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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Ea #Trailer Setup Port A

Tu-#Trailer ] Fu-=Trailer

Dl Offzet ; 1|:|
v Feset Tx Senal Murnber

Apply Cancel

Tx X-Trailer is made to check whether the frame data is transmitted properly between
LAN devices. You can insert checksum at the end of the data before CRC. By checking
this checksum, you are able to know the consistency of the data.

Normally, CRC is added at the end of frame. LAN devices, such as router and switch,
count CRC again before transmission. If the data is altered accidentally because of bug
etc., CRC will be made by the wrong information. And you may not able to find the

problems in the CRC.

| Header | data | CRC |
If you use X-Trailer, you can insert 8byte of checksum before CRC. This checksum has

the sequence numbers etc., and you are able to have further check.

| Header | data | X-Trailer| CRC |
“DI Offset” need to be set for X-Trailer. For example, DI offset is 16, X-Trailer check

data integrity for content of packets between 17" byte till end of packets(CRC is not

included).

[ Header | data | CcrC |
DI Offset « >

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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Ea #Trailer Setup Port A

Tu-sTraller RurTrailer

DI Dffset |0

Apply Cancel

To enable X-Trailer when receiving, mark on “Enable Rx X-Trailer”.

Please note it is necessary to set the same DI offset setting for both transmit and
receive of X-Trailer to make this function work correctly.

You can check the result of X-Trailer in the “DI Checksum Error” or “Sequence Miss” in

the Counter Window.

4. Capture Setup Window

Go to the Main window top menu and choose Capture=>Capture Setup or simply click

the Capture Setup button @ to invoke the Capture Setup window.

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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4.1 General

qg Capture Setup Port A

General lBuffer ]

No. MAC Address |¥ende ~ |
[“Capture setup 1 00 00 00 00 00 00 Unkno |

S e 2 00 00 48 | Seike

" Wizard 3 0o 08 oD |Toshi

" Sdvanced 4 |oo oc sk |Rsust

(" Capture by size 5 ad 0E 0c | Intel

1] oo 11 D& |Asust

7 00 13 46 |D-Lin

8 |oo 13 46 |D-Lin

9 00 15 F2 | Unkne

10 oo 17 31 | Unkne

[ 11 00 Z0 4k | Prome

t 12 |oo 80 oc |Videe
M 13 00 80 0OC |Vides |
14 |oo eo oc Fidee ™|
Apply | Cancel ‘

In the “General” Tab of the Capture Setup Window, there are “Capture setup” and
“MAC address” table.

In the Capture Setup pane, set packets receiving conditions to be captured and
analyzed. Choose “Wizard” to invoke the Wizard tab. Choose “All Packets” to
capture all packets. Choose “Advanced” to capture Filter and Error conditions.

Choose “Capture by size” to capture lengths desired.

In the MAC Address table, LE-580FX will automatically detect MAC address of on-line
devices.

4.2 Wizard

General | wizard | Buffer |

Capture setup-
Al packetz

i Advanced

i~ Capture by size

To invoke the Wizard tab, select the box of Wizard .

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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q3 Capture Setup Port A

General  Wizard ]Buffer | T
No. MAC Address |¥ende ~ |
W—L] 1 00 00 00 00 00 00 [nkno =
2 [oo oo 48 |geiko
I Station 1 | pirection Station 2 1RRE: 00 08 op |Tashi
|Filter 1 [FF FF _FF FF FF FF ---» |FF_FF FF FF FF FF 4 00 0C 6F |asust
|Filter 2 FF FF FF FF FF FF ---» FF FF FF FF FF FF 5 00 OE OC |Intel
T s : b oo 11 b8 |Asust
"By Apply Any to highlighted  station = 00 13 4g D-Lin
8 00 13 46 |D-Lin
g oo 15 F2 | Urkno
10 0o 17 31 | Unkne
11 00 Z0 44 | Prone
12 00 80 OC |Videe
13 |ao 80 oc |Videc
14 |oo eo oc Fidac ™
) 2l
Apply ] Cancel ]

Capture by MAC Direction

[LE] Capture Setup Port A

General  Wizard ]Buffel ] - o
No. IP Address |H|t Count  #|
m 1 o.0.0.0 z35z42 :
2 o.o.o0.0 _235242
Station 1 Direction Station 2 I 3 12z.1658.0.7 1
Filter 1 0.0.0.0 -z [0.0.0.0 4 162.165.0.93 |36
|Filter 2 o.o0.0.0 o o.o0.0.0 5 13z.1658.0.255 37
s : b 13z._168.1.8 :llSSl'?
Apply Anw to highlighted  station = 152.165.1.9 116517
8
9
10
11
12
13
14 | o
o) ) 2
Apply Cancel

Capture by IP Direction

In the Wizard Tab, choose layer 2 (MAC) or layer 3 (IP address) conditions to be

captured by LE-580FX for analysis. Edit the range of packets to be transmitted or

choose direction of transmission. Choose Stationl or Staion2 and click “Any” button to

set all addresses.

LINEEYE CO.,LTD
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4.3 Filter setting

qﬂ Capture Setup Port A

General | Fiter 1| Fiter 2| Buffer |

[eapture selig Advanced setup

" Al packets v Fitter 1 [ CRC error
" Wizard W Fitter 2 v &g

+ Advanced Iv Drinl

" Capture by size

Mo, MAL Address |vende |

1 00 68 00 00 00 80 Unkao =

2 00 00 48 |Seiko

3 00 08 oo |Toshi

4 |oo oc eE |hzust

5 00 0OE 0oc |Intel

b 00 11 Ds |Asust

7 0o 13 48 |D-Lin

8 |00 13 46 |p-Lin

9 00 15 Fz | Unkna

10 oo 17 31 | Unkno

11 00 Z0 44 | Prone

12 |oo 80 oc |Videe

13 00 g0 o |Widee |

14 |oo eo oc videc |

2 T 2l ||
Apply | Cancel ‘

To invoke the Filter tabs or trigger error conditions, select the box of Advanced .

Mark on Filterl and Filter2 in the “Advanced Setup” to popup the tabs for each filter.

Only PG mode supports capturing error packets.

(TAP mode captures all packets include error packets by marking on “All Packets”.

Errors:

® CRC Error (packets with FCS checksum error)

® Alignment Error (packets with FCS checksum error and 1 nibble less than setup

length)

® Dribble Error (packets with correct FCS checksum but having an additional 1

nibble attached)

LINEEYE CO.,LTD
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4.3.1 Templates

LE GCapture Setup Port A

Template ]

3T WY

® B

All Uger Defined

General  Filter 1 1Filter2] Bufferq

[v SIF |19'2 68 .0 100

[v DIP |19'2 68 .0 200

W SicPot [1025
v Dist Pt 1025

[ WLAN

No. MAC Address |vende . :

1 00 00 00 00 00 00 Unkno

2 00 00 48 | Beiko

3 oo oz oD .Toshi

4 00 OC &E |Azust

5 00 DE OC | Intel

[ oo 11 De |Asust

7 00 13 46 D-Lin

8 oo 13 46 |D-Lin

9 00 15 F2 | Unkno

10 oo 17 =21 .Unkno

11 00 20 4h | Prone

12 00 80 OC |Vides

13 00 20 0OC | Widee

14 loo =0 oc videc™

| =
Apply ] Cancel ]

In the Template Tab of the Filter Tab, choose protocol type and protocol contents(SIP,

DIP, Src Port, Dst Port) for trigger condition of filtering.

LINEEYE CO.,LTD
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4.3.2 User Definition

Invoke the Setup tab of Filter tab. Please note that this feature is also available in the
TAP mode. If it is in the PG mode, click the TAP button in the Control window to switch

mode. Choose the All User Defined option and the Setup tab will emerge.

[LE] Capture Setup Port A

MAC Address

| Uende_:;

General  Filter 1 ]Filter21 Buffer] Ne
Template  Setup ] 1 o0 0o
i 2 oo oo
| select |Length |foset |Trigger Mask 3 oo og
UDF 1 i0 0 00 0000000000 | FF FF FF FF FF FR 4 oo oc
upFz |[] o ] 00 0000000000 | FF FF FF FF FF FF 5 00 OE
uor3 |[] a 0 00 00 00 00 FF FF FF FF |6 oL
upr4 |[] 0 o {0000 00 00 |FF FFFFFF HEE iz
UDF 5 O o o 00 00 00 00 |FF FF FFFF 2 e
|UDFE O o 0 00 00 00 00 FF FF FF FF 10 R
i | 11 0o 2o
12 |oo =0
JUDFlm'UDFEO\rUDFEU\rUDF40\rUDF50rUDF6 L{ 13 otiRg
14 |oo &o

oo 00 00 000 Unkno

48
oD
&K
ac
Da
45
£ 1)
FZ
21
dh
ac
ac
ac

| Beiko
| Toshi
| Asust
(Intel
| Asust
|D-Lin
I-Lin
| Urnkno
| Unkno
| Prone
|Widec
|Widec |
Video ¥

5|

Apply | Cancel ‘

In the Setup tab of the Filter tab, choose UDF combinations and edit Length/ Offset/

Trigger/ Mask values (Mask values have to be set in bit).

UDF1/UDF2 of trigger is up to 6byte and everything else is up to 4byte. Set don't care

setting as “0” in the mask. The one you marked in the “Select” will work.

The following UDF combinations are available:
UDF1 or UDF2 or UDF3 or UDF4 or UDF5 or UDF 6
UDF1 and (UDF2 or UDF3 or UDF4 or UDF5 or UDF 6)
UDF1 and UDF2 and (UDF3 or UDF4 or UDF5 or UDF 6)
UDF1 and UDF2 and UDF3 and (UDF4 or UDF5 or UDF 6)
UDF1 and UDF2 and UDF3 and UDF4 and (UDF5 or UDF 6)
UDF1 and UDF2 and UDF3 and UDF4 and UDF5 and UDF 6
(UDF1 or UDF2 or UDF3 or UDF4) and (UDF5 or UDF 6)
(UDF1 and UDF2 and UDF3 and UDF4) or (UDF5 and UDF 6)
(UDF1 and UDF2) or (UDF3 and UDF4 and UDF5 and UDF 6)

LINEEYE CO.,LTD
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4.4 Capture by size

In the Capture by Size pane, packet size (X) can be set to be larger/ less/ in between

gaGapture Setup Port A

General 1 Euffer ]
~Capture setup
" Al packets
O Wizard
O Advanced
o

~Capture by size

' Laovwver bound:
M Upper bound:

(7 ¥ = Lowwer bound
¥ = Upper bound

(" Lowver bound = X = Upper bound

.
11 218

Mo. MALC Address |¥ende ~

1 00 00 00 00 00 00 Unkno |

2 00 00 43 Seiko

3 oo 0g oo Toshi

4 00 0c &E Asust

5 oo 0E oc Intel

b 0o 11 D Asust

7 oo 13 48 I-Lin

8 00 13 46 D-Lin

9 oo 15 Fz ko

i0 oo 17 31 ko

11 00 20 44 Frone

12 00 80 OC Videc

13 oo g0 oc Videc

14 loo so oc videe ™

Al =
Apply | Cancel |

user-defined bounds. (The length ranges from 64(48) to 1536(2032) bytes in TAP(PG)

mode.)

Click “Apply” button after the configuration.

<Important>

Please click “Apply” button every time after the configuraion.

LINEEYE CO.,LTD
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4.5 File to saving data

qj Capture Setup Port A

General  Buffer ]

|~ Capture file—

File: | »WorkSpacehuzerBecord\Filte)
Filename prefis: 1Captura& *

No. MAC Address |¥ende ~|
1 00 00 00 00 00 00 Unkno —
z 00 00 48 | Zeiko
3 00 08 0D |Toshi
;s NOOC sk [Beliet
5 o0 0 ac |Intel
B o0 11 DS |Asust
T 00 13 46 |D-Lin
8 0o 13 48 |D-Lin
9 o0 15 Fz | Uiz
10 oo 17 31 | Uk
11 00 Z0 4k | Prone
12 oo 80 ac |Widec
13 o0 80 ac |Wideso
14 |oo eo oc Videc™
< >
Apply Cancel

'!3 select Default Directory [:“E[E|

Dirives

=E R

Folders : C:A NeforkSpacebuselsRecordiWFilter

(= Program Filez -~ |
(= Lineeye 1
[== LE-580F-
(== LE-580F Window
= workSpace

(= user
= Recard

4l

] | Cancel |

You can select the file where you can save the packet data before capturing.

Invoke Buffer tab in the “Capture setup” and click _| to open the Select Default

Directory window.

LINEEYE CO.,LTD
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5. Dashboard

Go to the Main window top-level menu and choose Statistics=>Meter=>Dashboard or

simply click the Show Diagram button g to invoke the Dashboard.
There are 4 parts for PG mode in the Dashboard: Port A Tx, Port A Rx, Port B Tx, and
Port B Rx. And there are 2 parts for TAP mode: PortA->PortB, PortB->PortA.

E% Dashboard

__": 2] 0| e |E | R R 1 feeel
x
Packets/s (0] : e 00 1,000 1000 oo 1409 217
Utllzation =07 : = : T %g
Enors/s 0] 1 10 1000 1,000 10,000 Tomooo 14880 i
Packets/s {1 1 10 0 Toe TR Tom 148809 I
Utiization =0 ] 3 = ' " im %%
. 2l
Emorsss 0] ] 0 100 1,000 10,000 ‘IDD_:IDDD 148809
E;Dashhuard B
__’E [0 b|BH#|% oo pete 1fsect
x

Packetsts 0] ; - - - — T
1 10 100 1,000 10,000 100,000 143203
Utilzation =0 . ; ' -
1 10 100
Enmorsds 0] i : - - - —1
1 10 100 1.000 10,000 100,000 148809
=l
Packets/s 0] H H H == —— 1
1 10 100 1.000 10,000 100,000 148809
Utilization ——0] . . ' T
1 10 100
Ernors/s :@ } i 7 i =
1 10 100 1,000 10,000 100,000 148809

The three horizontal bars of each part show the rate of Packets/s, Utilization, and

Errors/s,
Packets/z ! ! . 1.985 .
1 10 100 1,000 10,000 100,000 148809
Utilization [ 7 i [ - I I-
1 10 100
Emorsds | ; i — — — —
1 10 100 1.000 10,000 100000 148809

For the horizontal bars, red represents the data value is larger than the threshold value,
green represents the data value is less than the threshold value. In this case, Utilization,

and Errors/s do not exceed the threshold (they all green).
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Click the Show Diagram button E‘ to fold/unfold the Dashboard window.

TAP mode:

'_!3 Dashboard

(8|0 [k B8] faosnnas 1t :
] B
Packetsds 0] ; ; ; ; == — :
1 10 100 1,000 10,000 100000 148809 @
Uizt o] . : ' 8 —
iization 0] : = o
Errarsds (0] - - — - - =
1 10 100 1,000 10,000 100000 148303
Metwark ] Filkers ] Dretail Erors ] Size Distribution ]
. R Packet/s 0
Rac Utilization ]
- Error)s 0
R Bvbefs i
- Broadcast/s i]
- Multicasts 0
01
1730568
il Packsts/s 0] : i t - — - — . E
1 10 100 1,000 10,000 100,000 148803 b
Utiization  —{0] : ; . 1 —
1 10 100
Erorsfs  —(0 - - — - - =
| 1 10 100 1,000 10,000 100,000 148803
Metwork 1 Filters ] Dretail Errors ] Size Distribution
: I_. Rax Packet/s o |
¥ R Utilization o |
! | o |
¥ R Bytefs o |
Broadeast/s i} |
(=] I ruicast/s 1]
01 |
173058 | |
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i —
Packets’s 0] N ; - - — T 2
1 10 100 1.000 10,000 100,000 148803 b
Utlization —{0 . ; I + ?
1 10 100 =1
Erorss (0] : ; — - 7 = b1
1 10 100 1.000 10,000 100,000 148803 >
Netwark ] Filters ] Detail Errors] Size Distribution] L)
' '_. R Packet/s ]
| : | | ([ Rx Utilization 0
i - Errorfs ]
i R Bivbefs 0
| i i i I - Broadcast/s ]
| A J J I - rulticask/s ]
03 ' , ' ' i
172815 172831 172847 172903 172519 !
Packets’s 0] N ; - - — E 2
1 10 100 1,000 10,000 100,000 148803 m
Utlization —{0 . ; I + ?
1 10 100 =1
Emarsds (0] : ; — - 7 = bt
1 10 100 1.000 10,000 100000 148803 EI_J|
Netwark ] Filters ] Detail Errors] Size Distribution] L)
1 ' I-. R Packet/s o |
; . ! : I#] | Rx Utilization o |
[ | o |
i Rix Byte/s o |
| | 1 | I - Broadcast/s 1] |
E - Multicast/s ] |
0 : ' : ' i |
172815 172831 172347 17:2903 17:2819 | |

There are 2 individual tabs in Tx: Network and Collisions.

And there are 4 individual tabs in RX: Network, Filter, Detail Errors, Size Distributions.

In the Rx Network tab, 6 types of data (Rx Packets/s, Rx Utilization, Errors/s, Rx

Byte/s, Broadcasts/s, and Multicasts/s) are shown.

*
Packets/s {01 - - — — : = :
1 10 100 1,000 10,000 00000 148809 i
Utifzation (0] " : ' +
1 10 100
Erarsds —{0 ] - - - 4
1 10 100 1,000 10,000 100000 148809
| Filters I DetaiIEnoisl Size Distiibutionl
RTeT i e p— T H T ] 1 [ M rcracketis 0
<o l- - bl Rox Utilization o
: | | I - Errarfs a
S ol | T a Tl Rux Bytefs a
LR S A SRR A b 15 ] B Broadcasts a
1. A...E_...A..;......Ai,__../\..;A.._..;..’A\....1' H -Multicast.l’s o
(5 e & T : ! g el .
13a58 133547 133603 133618 133635 133651 133707 133728
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In the Filters tab, 4 Filter items (Filterl Packet/s, Filter 1 Byte/s, Filter 2 Packet/s, and
Filter 2 Byte/s) are shown.

»
Packets/s 0] - - — - - - - - = :
1 10 100 1.000 10,000 100000 148809 o
Utilzation 0] . ; T 1
i 10 100
Errorsds —0 ] H : Lo - - —F
1 10 100 1.000 10,000 100,000 148809
Net@etail Errors I Size Distnbution |
! ! ] { { Filter1 Packet/s ]
Filterl Bvtefs i
I Fierz Packet s i
Filterz Bytefs o

—0
[

4232 1342408 134304 134320 134336 134352 154408 1534424

In the Detail Error tab, 7 error types (TCP Checksum, IP Checksum, Alignment Error/s,

Dribble Error/s, CRC Error/s, DI Error/s, and Sequence Miss/s (Series Error/s)) are

shown.
|

¥
Packetsds | T {1 ] H . £ S ——— = de
1 10 100 1.000 10,000 100000 148809 m
Utlizations —0 | ; - L 5 [T
flization 2 s .
Errors/s :@ 4 ; e 7 ; =
] 10 100 1,000 10,000 100,000 148809
Networkl Filter§_ Detail E@ize Distributionl
1 4 L L L TCP Checksum 0
| i i i | | IP Checksum 0
[ Aligrrment Ervorfs | 0l
&
| Crribble Error s 0
=] B cre Errorjs 0
v DI Errorfs | 0
(]
0 ! ; ; . . . : —— : } ‘ B scouence Miss)s 0l
134306 134322 134338 134354 124410 134426 134443 124450

=

In the Size Distribution tab, 7 items (Undersize/s, 64-127 Bytes/s, 128-255 Bytes/s,
256-511 Bytes/s, 512-1023 Bytes/s, 1024-1518, and Oversize/s) are shown.
Represented in different color, the pie chart consists of various packet lengths.

=
Packetsds | e — ] — i L — — — v
1 10 100 1.000 10,000 100000 148303 m
Utlization 0] ; : : - I
1 10 100
Enors/s 0] - - = ; ; et
1 1 100 1.000 10,000 100,000 148809
Metwork I Filters I Detail Erarlf Size Dlstnbutmn
- Undersizefs | ol
- 64-127 Bytes/s | 0
128-255 Bytes/s | 1
(125255 Eytes/ | B osesiibytesys o
512-1023 Bytes/s 0
B 10041518 | 0
| = Oversizefs 0
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P ——

Netwnlkl Filkers I Detal Engrs SIZE Diistribution
RUNT/s a
£4-127 Butesls 13,440
126-255 Bytesis! i

[Ba-127 Bytesis | [Cversizess Jotesis | | MM 256511 Bytests: 0

S1E-1023 a
1024_-1518 a
OversizBJ's | 0,

In this case, DUT are sending packets with length in the range of 64 to 127 bytes, so
the pie chart will be completely green.

In the Tx Network tab, 4 types of data (Tx Packets/s, Tx Utilization, Collision/s, and Tx
Byte/s) are shown.

T
Packets/s 0] - - — — : : : =1 g
1 10 100 1,000 10,000 100000 148303 e
Utilization 0] . : T 1 z
1 10 100 =
Callsionsds  —{0 ] . . == ; : = =
1 10 100 1,000 10,000 100000 148809 >
=
Metwork Lelisions | ==
: —. Tx Packetts 0
Tat Utilization 0
. 7] I Colisicrys a
Ts Bytefs 0

0,
1

e : : :..:..: .:.
35641 135667 135713 135729 136745 135801 135817 1350:33

In the Collisions tab, 5 collision items (Total Collision/s, Single Collision/s, Multi

Collision/s, Ex Collision/s and Late Collision/s) are shown.
|

Packetsdz :E et ¥

1

=
1 o

1 10 © jon {po0 10000 100000 148809 -

Utiization {0 ] : : : = E
1 10 100 =

Colisionsfs {0 ] . . . . =5 s
i 10 100 1,000 10,000 100000 148303 E
Networ by =

Total Collision/'s
Single Collisionys
I 1o Colisionys
Ex Collision/s
- Late Collision/s

oo oo o

-
[Ty

5717 136733 136740 136806 136871 125837 126864 125210
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EE Meter Threshold Gonfig

I" .i-NamE | Threshold ol o
1 |Packet/s =000 =|

2 |utilization 50 Reset Al
3 | Error/s 70

4 |Byte/s 10000000 <@—

! L Broadcast/s 500

6 |Multicast/s ! 500

|7 |Filter1 Packet/'s | 10

'8 |Filter2 Byte/s | 10

‘9 | Filter2 Packet/s 10

|10  |Filter2 Byte Count/'s 10

! 11 iTEP Checksum Error/s | 10

12 |IP Checksum Error/s 10

:13 Alignment Error/s 10

! 14 | Dribhle Error/s | 10

115 |CRCError/s 10

I 16 |DI Checksum Error/s | 10

17 |Sequence Miss)s 10

(18 | Total Collision;'s 10

! 19 |Single Collision/s 110

20 |Multi Colliision/s 10 & _ﬁp.ph"_l

Click the Threshold button El to invoke the Threshold window, where various data
can be set with a threshold value. To reset individual item, click the Reset button.
Reset All button is for resetting all items.

The data are checked per time that has been set at “Data Refresh Rate”.

In this case, for better demonstration, threshold value for Bytes/s is changed to
10,000,000. Click “Apply” button after configuration.

When the sampled data reach the threshold, the time will be displayed in “Alarm info”.

Alarm Info function assumes use of short period test until about 24 hours.
It is not possible to long-term continuous measurement.
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Example of using Dashboard:

Connect LAN devices(DUT1, DUTZ2) into PortA and PortB of LE-580FX. Each data will

be transmitted/received in the PortA and PortB.
PC. That data will be shown in the Dashboard.

LE-580FX transmit captured data into

PortA => PortB | *
D ——
_ B for
PortA <= PortB DUTH DUT2

M pashboard

E |@|.D.] |E EI‘EPT h Rate: 1 fsec] !
= =
Packets/s | 1,980 ———3 G
1 10 100 1,000 10,000 100,000 148803 %
Utization L ] 5] ] = —
1 10 100
Erarsds [ - 16} — + - —
1 10 100 1.000 10,000 100,000 148809
Hetwork ]Filters | Detail Emors | Sizs Distribution
1 000,000 : et M e i.RxPacketJ's 1,952
000004 - - bbb i i B N | ] R Utilization | 7
10000 4-----=-t-f---=-1 : : : e Errorfs 27
1,000 F==-= o] Rx Bytefs | 913,403
1004 = Broadcastfs | 0
110:_______ S e _______l_______ ___J__;___ !-Multica_st.l’s 0
01 T T S
T0:14:40 101456 101512 101528 101544 107600 101616 101632 |
Packetsds == 55 ] 3
1 10 100 1,000 10,000 100000 148809 >
Utiization | ; = " ! 1 —
1 10 100
Erarsés —{0 ] - - — - : =
1 10 100 1.000 10,000 100000 148303
Network] Filters ] Detail Errars  Size Distribution
|_= Undersize/s | 0
64127 Bytes/s ! 64-127 Bytesls | 1,766
! | 128-255 Bytes(s | 01 [
| Il zsesinmytesss | 6
1024-1518 Bwtez/s | 512-1023 Bytes/s | a
| B 10241518 10
198756 Eiytes/s l Quersizels ]
|
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Metwark I Filters I Detail Errars I SizeDis_tnbulionI

| 000,000 -~
1nnp00 4 - - -
100004~
1,000
o0t
1n0d--
Tk o

P Packetsis 14807 B .
Fix Uiilization % @ Alarmlng
-_Errurs.l’s i}
-------------- R Bytess 9,523,645 W Mark
= Broadcasts/s 148,807 M
Multicastsys a

o1 : . -
120529 120645 120703 120721 120739

The vertical thin red line (pointed by the red arrow) indicates the time at which the data

are sampled. In this case, white line symbolizes Rx Bytes/s, green line symbolizes Rx

Packets/s, blue line symbolizes Errors/s, and yellow line symbolizes Utilization. The

data having value larger than threshold value will be attached with a little alarming

]

mark

LE T

next to the numbers.

Information

Type: |&l -

| # TimeStamp |5I:al:us
11 2007/10{24 16:42:53 A-=B
|2 2007/10/24 16:43:13  A-=B
]3 Z007/10/24 17:.02:05  A-=E
4 2007/10f24 17:02:05 B-=4
5 2007/10f24 17:02:05 B-=4
L 2007/10{24 17:02:05 B-=4
I? 2007/10/24 17:02:05 B-=4
|8 Z007/10/24 17:02:25  A-=B
|9 2007/10f24 17:02:25 .B->A
i0 2007/10f24 17:02:25 .B->A
11 2007/10f24 17:02:25 B-=&
12 2007/10/24 17:02:25 B-=&
13 2007/10/24 17:03:25 A4-=B
|14 2007/10f24 17:03:25 B-=4
|15 2007/10f24 17:03:25 B-=4
|15 2007/10f24 17:03:25 B-=4
17 Z007/10/24 17:03:25 B-=&
|

64-127 Bytesfs: Current value=148308, Threshold=100
.64-12? Bytesfs: Current value=148308, Threshold=100
64-127 Bytesfs: Current value=148309, Threshold=100
R Packet/s: Current value=142045, Threshold=100
R Ukilization: Current walue=99, Thrashold=50

Rx Bytels: Current value=9658992, Threshold=500000
64-127 Bytesfs: Current value=142045, Threshold=100
64-127 Bytesfs: Current value=148308, Threshold=100
.Rx Packet/s: Current value=142045, Threshold=100
.Rx Ukilization: Current value=99, Threshold=50

R Bytels: Current value=9659060, Threshold=500000
64-127 Bytesfs: Current value=142044, Threshold=100
64-127 Bytesfs: Current value=1157, Threshold=100
Rx Packet/s: Current value=142044, Threshold=100
R Ukilization: Current value=99, Threshold=50

Rx Bytels: Current value=9659036, Threshold=500000
.64-12? Bytes/s: Current value=142044, Threshold=100

Click the Alarm Info button

b
i
e

to invoke the window

for Alarm Information. The data

having value larger than threshold value will be shown in the Alarming Info.

1¢]

Click the Reset button

to reset the Dashboard.
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Bave to Ghart Files Interval E]

Save Interval (minute):

[

5] 4 | Cancel I

B

Click the Save Meters Interval button to invoke the Save to Chart Files Interval

window.
In this case, data will be saved into following as ALG file every 60 minutes (default):

“C:¥Program Files¥LINEEYE¥LE-580FX¥LE-580FX Window v1.5b003¥WorkSpace¥user¥Record
¥Monitor¥20110310”

Folder “20110310” will automatically made based on the date(year/month/day).
Network tab, Filter tab, and Detail Error tab will be saved.

You can load the file from Main Window top menu; File=>Load Monitor log

Data Refresh RHate
Refresh Interval {second):

f]

K | Cancel

Click the Refresh Timer button |21 to invoke the Data Refresh Rate window. In this

case, the dashboard will be refreshed every second (default).
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6. Counter Window

Go to the Main window top menu and choose Statistics=>View Counter Window  or

simply click the View Counter Window button to invoke the Counter Window for

detailed statistics of selected ports.

'.!3 GCounter Window

@Al m| (0w @ - T[=]0]

!Purt # Port A | Port B | TotakZports | # |
| Unicast{bytes)
iPause |
|¥lan |
!SEvuuencE Miss |
| TCP Checksum Error |
| 1P Checksum Error |
iERE Error |
| Alignment Error |
Mhhle Error |
|
|
|
|
|
|
|

EBX

| DI Checksum Error
| BERT Error
|Undersize
iﬂversize

| Fragment
| Lower Bound

| Jabber

| Upper Bound

|64-127 Bytes |

| 128-255 Bytes |

|256-511 Bytes |

| 512-1023 Bytes |
|
|

| 1024-1518 Bytes

| Total Collision

|single Collision

| Multi Colliision |

| Excess Collision |

| Late Collision |

| ARP Reply I
|
|

o o o o oo o oo o oo o oo oD oo o oo oo oo oo oo oo
o o o oo oo oo o oo oo oD oo o oo oo oo oo oo oo
o O o o o0 o o o0 oo oo o000 o0 oo o000 oo o000 ooo oo

| ARP Request E Ll
|ICMP Reply

| ICMP Reguest |
£ | | [

Click the Start Selected Port Counter button il to start counting packets from the
selected port. Click the Stop Selected Port Counter button to stop counting
packets from the selected port. Click the Start All Counter 4d to start counting

packets from all the ports. Click the Stop All Counter -I to stop counting packets
from all the ports.

Click the Export to Excel File button to export the current file to an Excel file.
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Click the Font Setup button A to invoke the Font window to adjust fonts.

1]

Click the Reset button to reset the counter.

B

To enhance user-friendliness, click the Item Select button to bring out the Row

Selection window to select specific items to show on the Counter window.

EEI Ef.| |:=_e.|::.t |.|"
[+ [#] Rate & Utilization
Packets
Filters
Caphures
Errors
Size Distribution
+|- [#] Collisions
#1 [F] ARP & ICMP

[Hane] = B ‘ oK ‘

0

Click the Hide Zero Rows button to remove items with O value to avoid confusion.

Click the Adjust Column Width  button [ to adjust column width (in pixel).

Elease input the Width of Golumn: [E

Calumn Width
20

0] 4 | Cancel I

Click the Adjust Row Height button 1 to adjust row height (in pixel).

Elease input the Heigth of Row: E]

Fowr Height

0] 4 | Cancel I

The range of packet size that is able to be count is from 52 to 2K bytes
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7. Capture Window

Go to the Main window top-level menu and choose Capture=>Capture Window or

simply click the View Capture Window button to invoke the Capture window.

M| £ 580FX Window — G#Program Files¥Lineeye¥l E-580FX¥LE-580FX Window v1.5b003¥WorkSpace¥user cfe
TS RED FRU Folfe—(y) FTTRIW FRERMAGE PG U-MY 7@

B
[0 o] gla# Blele

B Capture Window Port A 2 B

Cig
@__

NIC A NIC B

= & Resources
= BB LE-530FX Ethernet Adapter
0 Pt 4100 Ful
O PartB 100 Ful

Delta(us) |Length _|pa sa

|Ether |protocol

)J_J @‘ ::‘“IB";I 0 e

|pata

l33esa 66 & 80 8% 8 % B8 EcherII

341
497

g6 * BtherII
&0 EtherII
253 EtherTT
g0 EtherTT
a6 EtherTT
3 EtherII
26 EtherIT
13 EtherII

203027 92 ' EtherII
lsseag 110 ' EtherII

apzar

76 \ Rrher

1cP 08 00 45 00 00 34 00 FF 40 00 80
108 08 00 45 00 00 34 00 00 40 00 40

108 08 00 45 00 00 28 0L 00 40 00 80
18 08 00 45 00 00 EF 01 01 40 00 80

Frame Display

18 08 00 45 00 00 28 C8 2D 40 00 40
Ipve 86 DD 6000 00 00 00 20 11 0L FE
153 0% 00 45 00 00 34 0L 02 00 00 01
1pve 26 DD 60 00 00 00 00 ZO 11 0L FE
upr 02 00 45 00 00 34 0L 03 00 00 01
upp 02 00 45 00 00 4E 0L 04 00 00 80
upp 02 00 45 00 0O 60 0L 0 00 00 80
me R NN 45 A0 AN 3F A1 o0& R AN AN

ssion Contrel Protosel )
: OXCESL { 51281 ) Unimown Port

on Port : DxCES1 ¢ 52881 ) Unkmown Port

DxBSSE6ESZ ( 3898502738 )
0x00000000 ¢ 0}
0x20 { 3z )
ox02 {2 )
oxzoo0 { 818z )
OxDF3Z { §713% }
T oxOo00 {0 )

ioms: {12 bytes )

Protocol Decode

00 24
00 pC

20 0o

04 02

08 00 45 00

00 FF 40 00 20 06 -
08 5L CE 91 B8 SE -
DF 3z 00 00 0Z 04 -

Mode: TAP mode

77 20 co A8 00 1= CO A8
6E 52 00 00 00 00 80 02
0 B8 0L 03 02 0% 0L 01 .

LE-5B0F X Ethernet Adapter

Data Display

The complete Ethernet packet for the protocol configuration will be demonstrated in the

Capture window for in-depth analysis. Specifications of various protocols as well as

packets contents are clearly displayed in hexadecimal and ASCII format. The Capture

window is divided into the following three parts:

Frame Display : The top area of the Capture View window contains a summary of

each frame captured.

Protocol Decode : The middle section of the Capture View window is a protocol-

dependent decode of the selected packet’s contents.

Data Display : The bottom of the Capture View window shows the entire contents of

the selected packet. The left hand column is the packet offset, expressed in

hexadecimal. This is followed by sixteen bytes of data display, all in Hexadecimal,

and the right hand column contains a display of the data in ASCII.

In the Total Capture box in the Capture Window, there will be the total number of

packets until capture end. Captured data will be saved automatically in every 500

frames. The Page box tells you the which number of file is displaying now.
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* LE-580FX Window(above v1.5) can save packetsupt o0 250,000,000(500,000

files).

Click the Start Capture button LI to start capturing data. Once the button is clicked,
the following Warning message will show to ask about deleting all files with certain
prefix. Choose OK. If you do not want to delete the file, click Cancel and choose the

folder to save.

Warnine

D

Click the Stop Capture button Ill to stop capturing data. When stopping the capturing,
it displays the packets of data file.

Click the Next Page button El to show the next data file. 500 frames will be saved at

once in the Capture Window. To show more frames, you need to click this button.
Click the Previous Page button EI to display the previous data file.
Click the Export to Excel File button @I to export current file to an Excel file.

Click the @I button to invoke Ethereal . (When Ethereal is selected by Capture
option.)
Click the E button to invoke Wire Shark . (When Wire Shark is selected by Capture

option.)

Click the IE‘ button to open former records by capture buffer. Data captured by the
Capture window of LE-580FX can be saved in the place you set in the Buffer tab.

Please do not install WinPcap when installing Wire Shark or Ethereal.

The range of packet size that can be captured in TAP mode is from 64 to 1536 bytes(including CRC).
And that in PG mode is from 64 to 1536 bytes. Because of the limitation of PC performance and Networks,
the ability of LE-580FX window in capturing is not well as Wireshark or Ethereal.

Wireshark and Ethereal are recommend in capturing packets.
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)

Gapture Window Port A & B

= »|s| Do Pase: |

|No |Deltafus) [Length  |DA |58 | Ether |Protocol | Data *‘\|
1 o 217 03 00 00 00 COOSF 802.2 00 CE FO FO O3 2C O |
|2 | 126 |9z FF FF FF 00 CO 9F EtherIT |ULD |02 00 45 00 00 4E o
|3 |745540 |2z FF FF FF 00 CO 9F EtherIT ULD |02 00 45 00 00 4E o
l4 |750000 |9z FF FF FF 00 CO 9F EtherIT ULP |08 00 45 00 00 4E o
Is |z55246 &0 FF FF FF 00 EO 18 EtherIT | ARP |0g 05 00 Ol 0% 00 O
|6 |ze1s |9z FF FF FF 00 EO 18 EtherIT ULP |08 00 45 00 00 4E E
|7 |78z158  |z17 03 00 00 00 CO SF 802.2 | |00 CE FO FO 03 2C 0
|8 |23z |9z FF FF FF 00 CO 9F EtherIT ULP |05 00 45 00 00 4E @
|9 |743354 |32 FF FF FF 00 CO 9F EtherIT ULP |05 00 45 00 00 4E =
|10 |7a3895 |2z FF FF FF 00 CO 9F EcherIT ULP |05 00 45 00 00 4E =
11 |ggs510  |z17 03 00 00 00 CO SF 802.%2 | |00 CE FO FO 03 2C 0
17 [ zaz a7 FF FF FF NN N 9F FrhevTT (TP MR AN 45 AN NN 4% St
55 -}
:'!'.:

[+ Ethernet E202.2

[+ LLC { Logical Link Centrol Protocol )

gooooood: 03 00 00 oo Cco - A9F oo CeBE FO FOO .. .... A% e Eaa A
0O0ooQool0: 03 EC OO0 FF EF 05 00 00 — 00 00 00 00 00 54 4F 43 I TEC
ooooooz0: Z0 E0 Z0 Z0 E0 20 Z0 E0 — 20 Z0 E0 zZ0 1C 4C 45 4E LEE
goooooz0: E3 45 Bz B¢ 45 EZ Z0 E0 - 20 Z0 EZ0 20 00 FF 52 4D EERVER FEM
oooooo040: 4F EE 00 00 00 00 18 04 — 00 00 OO0 00 00 00 00 00 B%. ... _.._..._... "

Meaning of status:

Delta(us)

Length

DA

SA
Ether
Protocol
Data

Time from receiving previous packet until receiving next
packet (unit:1us. Max: 57minutes).
packet size (byte)

(TAP mode does not include the size of CRC, but in PG
mode includes it.)

- MAC address of transmission in hexadecimal.

: MAC address of receiving in hexadecimal.

: either of DIX Ethernet Il or IEEE 802.3 frame

: Protocol type

. frame in hexadecimal in dump display.

LINEEYE CO.,LTD

E-Mail: info@lineeye.co.jp
http://www.lineeye.com

43



LINEEYE LE-580FX Window USER' S MANUAL

8. NIC Mode

LE-580FX will act as pure network interface card with Auto-MDIX supported. When
only one port is connected to network while the other port is left empty, it could be
performed normal network activities (sending e-mail, browsing the internet, etc) without

LE-580FX window control. (MAC address is shown in the bottom of the product)
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