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1. LE-580FX Software Installation

<Notice>

LE-580FX Window supports WinPcap Ver4.1.1 only. When you install the LE-
580FX Window, WinPcap Ver4.1.1 will automatically be installed. If you have other
version of WinPcap in your PC already, please uninstall it and then install LE-
580FX Window.

&|LE-580FX Window Setup =3 <] LE-5H0FX Window Setup fE®

License Agreement
‘gee‘:(l:.lzmﬁlzt:r; he LE-580FX Window Please review the license terms before installing LE-S80F: Window,
This wizard will guide you through the installation of Press Page Down to see the rest of the agresment.
LE-580F Window.
f ~
Itis recommended that you close all other applications End User License Agreement
before starting Setup, This will make it possible to update IMPORTANT NOTICE
relevant system files without having to reboat your This is a license agreement between you (either an individual ¢
computer. a single entity) and Lineeye Co., LTD ("Lineeye "). Befare
Click Mest to continue. installing or using this software, please read the following term:
and conditions carsfully. By installing or using this software, yoi
will be deemed to accept this license agreement. Do not instal
use this software if vou do not accent or aaree with thess licen ¥
If wou accept the terms of the agreement, click I Agree to continue, You must accept the
agreement to install LE-S80FX Window,
- -Cancel [ < Back ” I Aaree ] [ Cancel ]
Setup program indicating LE-580FX Please read license agreement.
Window(includes WinPcap) will be If confirm, please select accept option and
installed. Click Next for next step. click I agree for next step.

| LE-5B0FX Window Setup = & LE-5B0FX Window Setup

Choose Components

Choose Install Location
oy B
Choose which features of LE-580F Window you want to install, Choose the Folder in which to install LE-S80FX Window,
heck the components you want ko install and uncheck the components you don't wank to Setup will install LE-S80F Window in the Following folder, To install in a different folder, click
instal, Click Next ko continue, Browse and select another folder, Click Next ko continue.

Select components ta install: (Dl
Destination Folder
Space required: 19.0MB Space required: 19.0MB
< Ed Space availsble: 33.5GE
[ <Back ” et > J [ Cancel ] [ < Back ” et ][ Cancel ]

Please select installation of WinPcap or Please check Destination folder and click
not. Click Next for next step. Next to begin the installation.

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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# WinPcap 4.1.1 Setup E‘

U} " WinPeap 411 Installer
v lh caP Welcome to the WinPcap 4.1.1 Installation Wizard

® WinPcap 4.1.1 Setup EE®

Welcome to the WinPcap 4.1.1 Setup
Wizard

This Wizard will quide you through the entire WinPcap
installation,

For mare information or suppart, please visit the WinPcap
home page.

This product is brought to you by

=
CACE

TECHNOLOGIES

hitkp:/ funan, winpcap . org

Packet Capturing and Network Analysis Solutions

e ] (o

Click Next to start the WinPcap installer. ~ Click Next to start the WinPcap installation.

8 WinPcap 4.1.1 Setup

# WinPcap 4.1.1 Setup gli”zl

Completing the WinPcap 4.1.1 Setup
Wizard

“) . License Asreement
' lh caP Please review the license terms before installing WinPeap 4.1.1.

Press Page Down ko see the rest of the agreement. WinPcap 4.1.1 has been installed on your computer,

‘Copryright (c) 1999 - 2005 MetGroup, Politecnico di Torino (Ttaky). ~
(Copyright (c) 2005 - 2009 CACE Technalagies, Davis {Califarnia).
All rights reserved.

Click Finish to dlose: this wizard.

Redistribution and use in source and binary Forms, with or without modification, are
permitted provided that the Following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the Fallowing disclaimer.

2. Redistributions in binary form musk reproduce the abowve copyright notice, this list of
conditions and the Following disclaimer in the documentation andfor other materials v

IF you accept the terms of the agreement, click [ Agree to continue. You must accept the
agreement to install WinPrap 4.1.1.

[ < Back ” I Agree 1 [ Cancel
Read the License Agreement. Click | This window will appear when finishing the
Agree if you agree with the license. WinPcap installation. Clich Finish.

< LE-580FX Window Setup

Installation Comple te

1
Setup was completed successfully,

Completed

Show details

Click Close to complete installation.

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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2. Main Window

The top menus of LE-580FX include the following parts: File Menu, Edit Menu, View

Menu, Capture Menu, Media Type, Statistics Menu, PG Menu, Tools Menu, and Help

Menu.

*Language (English/Japanese) is selectable from version 1.5. Invoke LE-580FX

Window again after selecting the language.

M| E-580FX Window — G:¥Prozram Files¥Lineeye¥LE-SBOFX¥LE-580FX Window¥WorkSpace¥user.cfe
Eile Edit Miew GCapture Media Tvpe GStatistice PG Took Help

o] &|ze| 5

0ol dlél 2|e

e

=& Resources
(=1 B LE-580FX Ethernet Adapter
-0 Pont & Lirk Dawn
) PartB Link Down

|Mode: TAP mode |LE-580F ¥ Ethernet Adapter d

File Menu

Menu Choice

Usage

Load Default
Workspace

Loads default system value.

Load Monitor Log

Loads monitored log(statistic information).

Exit Exits LE-580FX Window.
Edit Menu
Menu Choice Usage
Cut Cuts value
Copy Copies value
Paste Pastes value

LINEEYE CO.,LTD

E-Mail: info@lineeye.co.jp
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View Menu

Menu Choice

Usage

Alarm Info

[ Alarm Info

Type: |al -

# TimeStamp |Statu§ Information |
1 2007/10/24 16:42:53  ;A-=B 64-127 Bytes/s: Current value=148808, Threshold=100
2z Z007/10/24 16:43:13 A-=B 64-127 Bytesfs: Current value=148808, Threshold=100
3 2007/10f24 17:02:05 A-=B 64-127 Bytesls: Current value=148809, Threshold=100
4 2007/10/24 17:02:05 B-=4 R Packet/s: Current value=142045, Threshold=100

5 2007/10/24 17:02:05 B-=A R Utilization: Current value=99, Threshold=50

B Z007/10/24 17:02:05 B->A R Bykefs: Current value=9658992, Threshald=500000
T 2007/10/24 17:02:05 B-=A 64-127 Bytesls: Current value=142045, Threshold=100
8 Z007/10f24 17:02:25 A-=B 64-127 Bytesfs: Current value=148508, Threshold=100
9 2007/10/24 17:02:25 B-=A Rx Packet/s: Current value=142045, Threshald=100
10 Z007/10f24 17:02:25 B->A R Utilization: Current value=99, Threshald=50

11 2007/10/24 17:02:25 B-=8 Fix Byke/s: Current value=9659060, Threshald=500000
12 Z007/10/24 17:02:25 B->A 64-127 Bytesfs: Current value=142044, Threshold=100
13 2007/10/24 17:03:25 A== 64-127 Bytes/s: Current value=1157, Threshold=100
14 2007/10/24 17:03:25 B->A R Packet/s: Current value=142044, Threshold=100
15 Z007)10/24 17:05:25 B-=4 Fx Utilization: Current value=99, Threshold=50

16 2007/10/24 17:03:25 B-=A Rx Byte/s: Current value=9659036, Threshold=500000
17 Z007)10/24 17:05:25 B-=4 64-127 Bytesfs: Current value=142044, Threshold=100

Invokes Alarm Info window.

Control Window

NIC B

--[& Resources

= LE-B30F Ethernet Adapter
) Part & Link Down
) Part B Link Down

Invokes Control window. (default invokes)

LINEEYE CO.,LTD
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Capture Menu

Menu Choice

Usage

Capture Setup

IE GCapture Setup Port A

General } Buffer ]

MAC Address ‘Vende el

-z
&

Capture setup
(+ &l packets
 wizard
" Advanced
" Capture by size

™

w

-

@

@

~

|

Setups Capture conditions for PortA and Port B.

Capture Window

I};Gamure Window _Port A & B

=) > n] 0)0|m|) EREE g
No. |Deltafus) [Length  |DA |sa |[ether |protocol |Data

&0 | >
E

+ Echernet 20Z.2

#+ LLC { Logical Link Control Protocol |

Captures by conditions.

Capture Option

E'—:". et Captured Option

Open captured *.enc file with

" WwihireShark,

Apply | Cancel |

Selects analysis soft Ethereal or WireShark which will be started

from the Capture window.(Default : Ethereal)
(Ethereal and WireShark need to be installed.)

LINEEYE CO.,LTD

E-Mail: info@lineeye.co.jp
http://www.lineeye.com



LINEEYE LE-580FX Window USER'S MANUAL

Media Type Menu

Menu Choice Usage
Media Type Invokes Media Type Setup window.
M pfedia Type Setup Port A E”E|E| M pedia Type Setup Port A E‘|E|E|
Command M- Abilty | Command | - Abilty |
Iv Auto-Negotiation v FUIEEEE
v 10M Half o 10M Half
v 10M Full " 10M Full
Iv 100k Half " 100K Half
Iv 100k Full " 100K Full

Advertize the above link capability 11

Cancel Apply Cancel

The Command tab controls the selection of various speeds and
modes. The NW-Ability tab controls the use of auto-negotiation
for advertising various speeds and modes.

Set the conditions of each port in the PG mode. (Each port
works independently)

Set both ports as the same conditions in the TAP mode
according to target device. (When the condition is different, it is
not able to communicate.)

Default setting is Auto-Negotiation.
Compliant version: LE-580FX Window V1.4/ FPGA V1.7 or later.

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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Statistics Menu

Menu Choice Usage

Meter (Dashboard) | [l

= | |.D. | KJE] &JTJHeEresh Rate: 1 [sec)

K = : 5 -
e i 10 100 1,000 10000 100000 148803 o
Utiization {0 7 == T 1 .

| il . 10 R 1000 10000 1uu.‘u_u_a 148809

i o
i 0D 7 10 100 1,000 ; 1000 mn,‘nna 148809 b4
Utiization =07 : == T E

B : 10 T 1,000 10000 mn,‘nna 148309

Provides communication conditions of Port A and Port B
through dashboard.

Meter (Threshold) M peter Threshold Gonfig

Name Threshold 5 Fiesel
1 Packet/s 5000 =
2 | utilization 50 Reset Al
3 Error/s 0
4 |Byte/s 5000000 Sampling Fate:
5 Broadcast/s 500 1
[ Multicast /s =]
7 Filterl Packet/s 10
8 Filter2 Byte/s 10
L] Filterz Packet,'s 10
10 [ Filter2 Byte Count/s 10
11 |TCP Checksum Error/s 10
12 | IP Checksum Error/s 10
13 | Alignment Error,/s 0
14 | Dribble Error/s 10
15 |CRC Errorfs 10
16 |DI Checksum Error/s 10
17 |Sequence Miss/s 10
18 |Total Collision;'s 10
19 | Single Collision/s 10
20 | Multi Colliision,/s 10 2 M

Provides threshold configuration.

Counter window M Counter Window
DA| w| [ @ Htelo]
Port # Port & | Port B | votal: 2 ports ~
Link Status Link Dowm Link Dowm NiL
Full/Half - - NsL
Speed - - NsL
Receive Packet Rate ] o usL
Receive Byte Rate 1} u] NsL
Receive Utilization 0.00 0.00 N/L
Transmit Packet Rate ] o N/L
Transmit Byte Rate o u] NsL
Transmnit Utilization 0.00 0.00 N/A
Filter 1 Packet Rate ] o N/A
Filter 1 Byte Rate ] o N/A
Filter 2 Packet Rate ] o N/A
Filter 2 Byte Rate ] o N/A
Receive Packet ] [1} ]
Receive Byte o o o
Transmit Packet ] [1} ]
Transmit Byte o o o ~

Invokes Counter window.

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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The choices for the PG Menu are described in the table below (for PG mode only):

Matrix Setup 3 Matrix Setup Port A
@ | 2a| o »| =
No.  |Select |Preamble {byte) | Packet Length |Pattern (byte) |Frame Gap (bit |Append CRC  |CRC Error -
1 [v] i3 &0 FF FF FFFF FFFF 96 ] El
2 O ] &0 FFFFFFFFFFFF 95 a
3 [ ] &0 FF FF FFFF FFFF 96 0
4 ] ] &0 FF FF FFFF FFFF 96 O
5 ] ] &0 FF FF FFFF FFFF 96 O
6 [} 8 50 FF FF FF FFFFFF 96 |
7 [} 8 50 FF FF FF FFFFFF 96 |
8 ] 8 50 FF FF FF FFFFFF 96 |
9 ] 8 50 FF FF FF FFFFFF 96 | 2
Fa— - - rp———— = = v
0| >
Select Al Selected Entries T mocle
Tx Frame Rete Setup
I~ Select - ¢ Continuious
v A dCRC Total selected Unit: |%utmzatlon j
i & Set counter [100
[~ CRCError Rate: flo ] v
T rats -calculat o
[~ Aligrmert Errar x rate pre-calculate =
[~ Dribble Errar (selected ertries) P
. Speed Mode: 100M PPy
[~ IP Checksum Error Pre-calculate I™ Ensble Apply Matrix Settings

Invokes Matrix Setup window.

X_Traller :f.lu'.l.r Sertup Port A | [l T e Taitor :-:.rlup_xn‘ A
T Tiadn | Rt Temoe | TaiTender [P Tanien
™ Ensble TxX-Trole

I~ Erabile FieiTedes

Ol Ot [0 Ol Oitses |0
I Finset T Sl Number

Apply | Careced Apply | Careel

Append X-Trailer and set offset value in the Tx tab and enable
checking mechanism in the Rx tab.

FIOW Control M riow Gontrol Setup Port A |Z”E|E|

[~ Enable Flow Control

Apply

Option for enabling Flow Control function of target port of LE-
580FX in PG mode.

RXB E RT M g BERT Setup Port A E]E]

[~ Enable Rz BERT

Cancel

Option for enabling BERT pattern check function of target port
of LE-580FX in PG mode.

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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The choices for the Tools ( “*—/L” in Japanese) Menu are described in the table
below:

Menu Choice Usage

IFG Converter M -G Converter E”E|g|

Speed [M): - GetIFGVaIue| GetUnitType|
Frame Size : |B0

Gap¥alue: (950

Unit: | nsec -

Rate: 3600 - W

Edits frame gap in the IFG Converter.

Device Info &dapter Name: {5E4996E4-FDSC-4101-81
D escription: LE-R80F< Ethernet Adapter -
MaC Addresz, 00-13-46
IP Address: 169,254,
IF Mask: 255.255.0.0
Gateway P
< i |
Provides device information in the lower half of the Control
window.

FPGA Download Makes version up for FPGA.

Language Changes the language from English to Japanese. Invoke LE-
580FX Window again after selecting the language.

Note: After installing the LE-580FX Window, the initial display
mode is in English on Windows OS of English version.

The choices for the Help Menu are described in the table below:

Menu Choice

Usage

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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About... [LE YN

Software:
LE-580F:-
w1.56003
2011-01-18

Hardware:

FPGA
w17

o

LE
—_

Provides version information of both software of LE-580FX
Window and firmware of LE-580FX.

The buttons in the Main window tool bar are described in the table below:

Figure

Usage

Opens a saved file.

Saves current file.

Loads default workspace.

Shows link established.

Oﬂ-ﬂzmn

Shows link not established.

Shows link speed in 10M.

Invokes Capture Setup window.

Invokes Capture window.

Invokes Dashboard.

Invokes Counter window.

Invokes Warning Information window.

o= & & e e

Invokes Tile Horizontally window.

LINEEYE CO.,LTD
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NIC B

TAP mode is defaulted as the first operation of LE-580FX. When choosing PG/ NICA/

NICB mode, the Warning message will be shown for confirmation.

3. Matrix Setup

Go to the Main window top menu and choose PG=>Matrix Setup to invoke the “Matrix
Setup Window”.

Use Matrix to edit a series of packets with various combinations to be transmitted

sequentially.

M patrix Sctup Port A

| | 2|alk| >
No. Select |Preamble (byte) |Packet Length | Pattern (byte) |Frame Gap (bit | Append CRC CRC Error -
1 Tl is 80 FFFFFFFFFFFF 96 ]
2 [} 8 50 FF FF FF FF FFFF 95 |
P O 8 50 FF FF FF FF FFFF 95 |
4 ] 8 50 FF FF FF FF FFFF 96 |
s ] 8 50 FF FF FF FF FFFF 96 |
3 ] [ 50 FF FF FF FF FFFF_ 95 |
7 ] [ 50 FF FF FF FF FFFF_ 95 |
8 ] 8 50 FF FF FF FF FFFF 95 |
9 ] 8 50 FF FF FF FF FFFF 95 | 3
o = - . R ——— = =
3 >
Select All Selected Entries Tx mode
Tx Frame Rate Setup
I Select " Continuous
P ——— Tatal selecter | Uit [%Ctiization =1
PP * Set counter 100
[~ CRCError Rate: 100 | v
Tx rale pre-calculat -
[~ alignment Error * rele pre-calculate EET
[ Driable Errar (selected ertries) e
Speed Mode: 100M pply
[~ IP Checksum Errar Fre-calculate I™ Ensble Apply Matrix Seftings

Ta
Click the ” Load Default” button [¥F] to invoke the factory default for Matrix setting.

There are 10 packets designed in the Matrix default setting.
Click the “Load from file” button IEIto load the saved Matrix file (excel format/mtx).

2
Click “Load from .dts file” button |_Ito load the captured data (monitored network

traffic and statistic information) in the “Matrix Setup Window”.

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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Click the “Export to Excel File” button to export current file into an Excel file.

Click the E button. The Export to Matrix Mode message box will be shown to save

the captured file as a Matrix file (with extension “mtx”). This feature is helpful especially
when a Matrix file is loaded into the other port without re-edit packets, or a Matrix file is

reloaded into the current port when the current configuration is erased.

M patrix Sctup Port A

Pri=ahe £l Q] »|m
Na. Select |Preamble {byte) | Packet Length | Pattern (byte) |Frame Gap (bit |Append CRC CRC Error L]
1 [v] ig &0 FF FF FFFF FFFF 96 ]
2 [} 8 50 FF FF FF FFFFFF 96 |
3 [} 8 50 FF FF FF FFFFFF 96 |
4 ] 8 50 FF FF FF FFFFFF 96 |
5 ] 8 50 FF FF FF FFFFFF 96 |
6 [ 8 60 FF FF FFFF FFFF 95 |
7 [ 8 60 FF FF FFFF FFFF 95 |
8 | 8 60 FF FF FFFF FEFF 95 |
] | 8 60 FF FF FFFF FEFF 95 | 2
an — - P S P - |l
< >
Select Al Selected Entries Tx mode:
Tx Frame Rate Setup
[~ Select " Continuous
=P Tatal selecter | Uit [%Ctiization |
o ® Setcourter [0
[~ CRC Error Rate: [100 | v
Tx rate pre-caleulat -
[~ Aligrment Error = rele pre-calculate TR
[~ Dribble Error (selected ertries) =
Speed Mode: 100M Py
[~ IP Checksum Errar Fre-calculate I™ Ensble Apply Matrix Seftings

Click the “Clear All” button ﬂ to clean the window. This is the Matrix Setup window
of Port B.

Click “Add new frames” buttonlgl to add the new frames.(up to 128 frames)
Click “Set Columns Width” button|ﬂ| to adjust the width of “Matrix Setup Window”.
LI: Start the packet transmission.

|l|: Stop the packet transmisson.

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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3.1 Edit Packet Pattern

To edit packet pattern, click “Pattern” on the exact packet and the l:, button will be

shown. Click the button to see the complete packet pattern.

M pfatrix Setup Port A

| | D8] o] > u

[ Drikbhkle Errar

[~ Alignment Error

[~ IP Checksum Errar

T rate pre-calculate

[zelected entries)

Pre-calculate

Speed Macke: T00M Apply

No. Select |Preamble (byte) |Packet Leng Append CRC |CRC Error »~
1 8 &0 26 O
2 O 8 60 O
3 O 8 &0 FF FF FF FF FFFF_ |96 O
4 O 8 &0 FF FF FF FF FFFF_ |96 O
5 O 8 &0 FF FF FF FF FFFF_ |96 O
6 O 8 &0 FF FF FF FF FFFF_ |96 O
7 O 8 &0 FF FF FF FF FFFF_ |96 O
8 O 8 &0 FF FF FF FF FFFF_ |96 O
9 O 8 &0 FF FF FF FF FFFF_ |96 O 3
- = - . R ———— P [ = =
<1 m) >
Select Al Selected Entries T mocle
Tx Frame Rate Setup

[~ Select . — " Continuous
v A 4 CRC Total zelected Unit: |%Ut|||zat|0n j

RREM f* Set counter 00
[~ CRCEtror Rate: (100 | ¥

TxBERT

[~ Enable

Apply Matrix Seftings

oooooooo: e
00000010: 00
000000Z0: 00
00000030: 00

FF
oo
oo
oo

FF
oo
oo
oo

FF
oo
oo
oo

FF
oo
oo
oo

Tools

FF
oo
oo
oo

oo
oo
oo
oo

20
oo
oo
oo

ac
oo
oo
oo

oo
oo
oo
oo

0L 01 00 OO0 00 00 [y €. ... .. ..

o0 o0 o0 oo 00 o0 ...
o0 o0 o0 oo 00 o0 ...

oo oo

Cancel ‘ ak.

Frame Edit_ Port A

File Option Frame type

s(a] mle)

This Frame Edit window for the chosen packet will appear for more configurations.

LINEEYE CO.,LTD
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Erame Edit_ Port A

Eile  Option BEERERGEN Tools
~ Taes 3

= B -
ooooooon: E o IPwd FF FF 00 20 - OC 00 01 01 00 00 00 00 [JeRRRRe. €. ... ..
oooooolo: ¢ TSP 00 00 00 00 - 00 00 00 00 00 00 00 00 ... ..........
oooo000za: § UDP 00 00 00 00 - 00 00 00 00 00 00 00 00 ... ..........._.
00000030: § aRP 0o 0o 00 00 - 0o 00 00 00 L.

IPx

IGMP

IGMP

v Cuztom

Move the cursor to the Frame Type tab to popup the menu for protocol type.
In addition to Custom setting, you may choose other protocols, such as
IPv4/TCP/UDP/ARP/IPX/ICMP/IGMP.

Frame Edit_ Port A

File Option  Frame type Tools

=(a| B

IPv4 00000000: FF FF FF FF FF FF O0 00 - 00 00 00 OO0 08 00 45 00  §95id. ... .. .- E.
saCost sz [[0O00IC 20 38 00 0 00 00 5 71 -7 020 00 900 00 0 i
MACSrc | 000000000000 00000030 00 O0 00 00 00 00 00 00 - 00 00 00 o0 ..._........
type 0200

ver 4

len £

ToS u]

kot 46

1D u]

frag i}

TTL a4

prot ZEE

csum 732

SourcelP 0.0.0.0

DestIP o.o0.0.0

Cancel Qg

Please read the specification for each protocol setting.

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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LINEEYE

Frame Edit Port A

Eile  Option M CH Tools

[ M

|1Pv4 v [P — 0000000: FF FF FF FF FF FF OO0 OO0 - 00 00 00 00 02 00 45 00  $rHrid........ E.

MACDest & TCF 00000010: 00 ZE 00 00 00 00 40 FF - 79 DZ 00 00 00 00 00 00 _..... [yt IR
< UDP 000000Z0: 00 00 00 00 00 00 00 00 - 00 OO0 OO0 00 00 00 00 00  _.._...o..oo....

MACSrc |} aRp 00000020 00 00 00 00 00 00 00 00 - 00 00 00 00 oo,

type || oy

Yer | IGMP

len i IGMP

ToS 1 Custom

kot ag

|10 0

frag [u}

TTL £4

prok Z55

csEum 79Dz

SourcelP 0.0.0.0

DestIP o.0.0.0

f

For Tags selection, choose “VLAN(Virtual Local Area Network)” or “MPLS(Multi-
Protocol Label Switching)”.

VLAN: Add the VLAN number as tag information in the frame(MAC frame) to
distinguish the vertual LAN.

MPLS: Add the label in the frame and make the forwarding faster.

MPLS
|Labell - add | |

[w Automatically Set "Bottom of Stack' Bit

* Wote
The label zelected in the list box carrozpond ta the
label actived far editing.

Total MPLS labels added : 17 _ Clase |

Choose “MPLS” and then MPLS dialog will appear.
Choose the number of MPLS label. (up to 6)

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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Frame Edit Port A

File  Option  Frame type Tools

==

IPv4 0o000000:
MAC Dest | FFFFFFRFFRFF o
MAL Src 000000000000 oO0000E0:
tpid 2100

pri u]

cfi 1}

¥id a

kype 2247

Label a

Experiment | 0

Bottom of |1

TTL a

ver 4

len 5

ToS 0

kot 48

1D 1}

frag i}

TTL L]

prok ZEE

csum 73DZ

SourcelP o.o0.0.0

DestIP 0.0.0.0

FF FF
28 47
79 DE
00 o0

FF
oo
oo
oo

FF
oo
oo
oo

FF FF

oo 0o
oo 0o

oo

oo
oo

oo

oo
oo

oo

oo
oo

oo

oo
oo

{ulu]

on
on

oo
oo
oo
oo

51 00 00 00 AR ... I...

00 00 40 FF "G....E....... £

00 00 00 00 sl oLl .
Cancel ak

Erame Edit_ Port A

File BasiEG® Frame tvpe Tools

w Get length

| =
goog Setpattern ¥ | oo oo oo oo o0 - 00 0O
ooooo : o0 00 aQ ao Qo0 - Qo a0
QOOOO0E0: 00 00 00 00 OO0 00 00 Qo - 00 0o
QOooo0z30;: 00 00 00 00 00 00 00 Qo - 00 0o
Input Box |§
Pleaze input length (48-2000)

D)

(0] 4 | Cancel |

oo oo
oo oo
oo oo
oo oo

oooo oo oo Reooooolol.l.l..
00 00 00 00
00 00 00 00

Choose “Set Length” to edit packet length. Input the packet size from 48(min. size will

be different in packet type) to 2000 in the “Input Box”. Or you can mark the packet data.

LINEEYE CO.,LTD
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Erame Edit_ Port A

Eilz BN Frame type  Toolzs

E[ et length I

Qoo oo g0 - OC 00 0Ol 01 00 00 00 00 $RRnnnr. €. ... .. ..
ooooooIo: oo oo o 5h a0 - 00 Q0 00 00 00 00 00 00 ... ... o....
oooooozo: oo oo o o0 - 00 00 00 00 00 00 00 00 ...
o0000030: 00 00 0 Fran oo - 00 oo oo o0 ... |

BaE4

Ihcreaze

Decreaze

Random

(1) Mark the packet data where you want to change.
(2) Choose “AA” as set pattern.

(3) Click “OK” and go back to the Matrix Window.
(4) Click “Apply Matrix Settings”.

M pfatrix Setup_FPort A

ci|e[* | B8l 2|k » [

MNo. Select P Append CRC | CRC Erre ™
1 & &0 G ] =
2 O & B0 FF FF FF FF FF FF 00 B0 0C 00 01 |96 O

3 O & 600 FF FF FF FF FF FF 00 80 0C 00 01 |96 O

4 O & 600 FF FF FF FF FF FF 00 80 0C 00 01 |96 O

5 | & &0 FF FF FFFF FFFF 00 80 0C 0001 96 O

[ | & &0 FF FF FFFF FFFF 00 80 0C 0001 96 O

7 | g B0 FF FF FF FF FF FF 00 80 0C 00 01 | 96 [

8 | g B0 FF FF FF FF FF FF 00 80 0C 00 01 | 96 [

9 | g 600 FF FF FF FF FF FF 00 80 0C 00 01 | 96 O =
- ] . - S I =1 — st
< | >
Select &l Selected Entries Tx mode
 Select Tx Frame Rate Setup -

el Continuous
Total selected Unit: | % tilization -
[v Lppend CRC
iy
[~ CRC Error Rater: (100 | W Set sounter 100
[~ Aligrment Errar Tx rate pre-calculste _ TSEECT
[~ Dribble Errar (selected entries)
. Al
[~ IP Checksum Error Pre-calculate e (e w [ Enable
e —————
At the column of Pattern (byte), the packet pattern will be changed accordingly.
Selected Erntries
Total zelected
Mark the packets in the “Select” box which you want to transmit
The total selected packets are indicated in the “Information” window.
You can set other configuration as follow. Mark them if necessary.
LINEEYE CO..LTD E-Mail: info@lineeye.co.jp
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E; Matrix Setup Port A

=t | @E| 2@ > =]

MNo. Frame Gap {bit | Append CRC | CRC Error |Mignment Error | Dribble Ervor |1P Checksum Error L
1 a6 l ] ]
2 a6 l ]
3 a6 l ] ]
4 a6 l ] ]
5 a6 l ] ]
6 a6 l ] ]
7 a6 l ] ]
8 a6 l ] ]
9 e O [l Ol 2
= - =] [ (=] ™
< >
Select Al Selected Entries Tx mode
Tx Frame Rate Setup

[ Select . — " Continuous
¥ Append CRC Total selected Unit: |%Ut|||zat|0n j

P + Set counter [100
[~ CRCErrar Fate: [100 | W
[~ alignment Error Tx rate pre—ca.lculate T+BERT
™ Drioble Error (=selected entries)

~ Speed Made: 100M Apply
[ IP Checksum Errar Pre-calculate [~ Enahble pply Mitrix Setfings

Append CRC: Add CRC

CRC ERROR: Add CRC error

Alignment Error: Add alignment error.
Dribble Error: Add dribble error.

IP Checksum Error: Add IP checksum error.

Click “Apply Matrix Settings” button every time you change the configuration.

3.2 Other Configuration

Tx mode

(" Continuous

{* Set courter |1IIIIZI

To send packets consecutively, choose “Continuous” mode in the “Tx Mode” pane.
Or choose “ Set Counter” mode and input how many times you want to transmit. Up to

65535 packets can be set as a batch.
Select Al

[~ Select

v Append CRC

| CRC Error

[~ Alignment Error
| Dribble Error

[ IP Checksum Error

Your marked items in the Select All pane will be reflected to the transmission packets.

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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Selected Ertries
Tx Frame Rate Setup

Total zelected IInit: | el tilization

Rate: |1 o

Tx rate pre-calculste

[zelected entries)
: Appl
Pre-calculate | Speed Mode: 1000 PRy

Above is utility for inter-frame gap setup of selected entries.

Select target entries, set Unit/ Rate and click “Apply”. It calculates the frame gap value
and fills into selected entries individually.

Unit:nsec,usec,msec,sec,packet/sec,%Utilization,DataBits/sec,FrameBits/sec,totalBits/
sec,BitTime
Rate:100,95.45,90.32,85.28,80,75,70,65.12,60,50.08,50,45.04,40,35,30,25,20,15,10,5

Select target entries and click “Pre-caluculate” to show the total transmitting rate of
selected entries.

Click ll button to show values of Rate field in different units.

T=BERT

[ Enshle

Check “Enable” to transmit BERT.
Please note, after TXBERT is being enabled, content of all generated packets are

replaced with content of BERT except DA, SA, and Frame Type field.

Mark “Enable EXBERT” in the “RXBERT"” to check PRBS(2"23-1) in Rx.

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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M -G Converter |Z”E|[E|
Speed [M): -] || GetIFg "v"alue| Get Uit T_I,lpe|
Frame Size : |EE|

GapVYalue |E|EEI

Unit: | nsec -

Rate: |3600 x| v

Use “IFG converter” to calculate the frame gap.
Click “GET IFG Value” after setting of speed, Frame Size, Unit, Rate. The result(bit
time) will be displayed in the right side.

M Flow Control Setup Port A |Z”E|rz|

Apply Cancel

Mark on “Enable Flow Control” in the “Flow Control” to apply the flow control for
Ethernet.

EE ¥Trailer Setup Port A

TuTraller | Bus<Trailer

D Offzet ; |I:|

v Reszet Tx Senial Humber

Apply Cancel

Tx X-Trailer is made to check whether the frame data is transmitted properly between
LAN devices. You can insert checksum at the end of the data before CRC. By checking

this checksum, you are able to know the consistency of the data.

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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Normally, CRC is added at the end of frame. LAN devices, such as router and switch,
count CRC again before transmission. If the data is altered accidentally because of bug
etc., CRC will be made by the wrong information. And you may not able to find the
problems in the CRC.

| Header | data | CRC |
If you use X-Trailer, you can insert 8byte of checksum before CRC. This checksum has

the sequence numbers etc., and you are able to have further check.

| Header | data [ X-Trailer| CRC |
“DI Offset” need to be set for X-Trailer. For example, DI offset is 16, X-Trailer check

data integrity for content of packets between 17" byte till end of packets(CRC is not

included).

| Header | data [ CRC |
DI Offset < >

Ea #Trailer Setup Fort A

Tu-sTrailer  RxsTrailer

Dl Olffzet : |7

Apply Cancel

To enable X-Trailer when receiving, mark on “Enable Rx X-Trailer”.

Please note it is necessary to set the same DI offset setting for both transmit and
receive of X-Trailer to make this function work correctly.

You can check the result of X-Trailer in the “DI Checksum Error” or “Sequence Miss” in

the Counter Window.

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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4. Capture Setup Window

Go to the Main window top menu and choose Capture=>Capture Setup or simply click

the Capture Setup button @ to invoke the Capture Setup window.
4.1 General

Ea Gapture Setup Port A

General lBuffer ]
No. MAC Address | Yende &
Capturs sstup 1 00 00 00 00 00 00 koo
* Al packets 2 00 00 48 Seiko
" Wizard 3 oo 08 On Tashi
" Advanced 4 00 0OC &E Asust
(" Capture by size 5 oo 0OE ac Intel
] 00 11 Ds hzust
7 00 13 46 D-Lin
8 00 13 46 D-Lin
9 00 15 Fz Unkna
10 00 17 31 Unkne
11 o0 20 4a Frone
T 12 00 80 0C Videc
M 13 00 =0 0C Videc
14 oo g0 OC videc ¥
<
Apply | Cancel ‘

In the “General” Tab of the Capture Setup Window, there are “Capture setup” and
“MAC address” table.

In the Capture Setup pane, set packets receiving conditions to be captured and
analyzed. Choose “Wizard” to invoke the Wizard tab. Choose “All Packets” to
capture all packets. Choose “Advanced” to capture Filter and Error conditions.

Choose “Capture by size” to capture lengths desired.

In the MAC Address table, LE-580FX will automatically detect MAC address of on-line
devices.

4.2 Wizard

General lWizard] Buffer ]

Capture setup
i Al packets
o

i Advanced

i Capture by size

To invoke the Wizard tab, select the box of Wizard.

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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E:E! Capture Setup Port A

FEoX

General  Wizard ]Buffer ]
No. MAC Address | Yende
Lawer 2 = 1 00 00 00 00 00 00 Unkno —
4 oo o0 48 Beikao
Station 1 Direction Station 2 3 a0 os oo Tashi
Filter 1 FF FF FF FF FF FF i -———= FF FF FF FF FF FF 4 oo oc &E hzust
Filter 2 FF FF FF FF FF FF ---= FF FF FF FF FF FF 5 00 OE OC Intel
- . 1] od 11 D& hzust
"By Apply Any ta highlighted  station - 00 13 46 A
8 00 13 46 D-Lin
] oo 15 Fz Tnkrio
10 0o 17 31 Undino
11 a0 Z0 44 Prone
12 00 80 OC Videc
13 oo 20 ac Widec
14 oo 50 oo Yidec ¥
< >
Apply | Cancel ‘

Capture by MAC Direction

[LE] Capture Setup Port A

FEX

Gereral  Wizard ]Buffel ] .
No. IP Address |H|t Count
Laver 3 = 1 0.0.0.0 235242
2 og.o.o0.0 2a3hE4E
Station 1 Direction Station 2 3 19z2.168.0.7 1
Filter 1 o.0.o.0 —-——— o.o0.o.0 4 13Z2._1e3.0.39%9 36
Filter 2 o.o.0.0 ———= o.o.0.0 5 132 leg.0_2585 37
- . b 13z._168.1.8 116517
; Apply Any ta highlighted  station = 197 168, 1.5 L16517
L]
]
10
11
12
13
14 b/
4 >
Apply Cancel

Capture by IP Direction

In the Wizard Tab, choose layer 2 (MAC) or layer 3 (IP address) conditions to be

captured by LE-580FX for analysis. Edit the range of packets to be transmitted or

choose direction of transmission. Choose Stationl or Staion2 and click “Any” button to

set all addresses.

LINEEYE CO.,LTD
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4.3 Filter setting

E:E! Capture Setup Port A

FEoX

General | Fier 1 | Fiter 2| Buffer |

Capture setuy
ot # Advanced setup
(™ Al packets v Fitter 1 v CRC error
" Wizard
(* Advanced

(" Capture by size

Zz
]

MAL Address

|Uende 5

(1= --R R - L R NP

[
- o

-
M

-
o

-
£y

Y

ao
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo

ao
oo
oz
oc
OE
11
13
1z
1t
17
Z0
20
20
&0

00 00 00 00 Unkno

43
o
&E
ac
Da
E13)
46
FZ
21
i
ac
ac
ac

Seiko
Toshi
h=zust
Intel
Azust
D-Lin
I-Lin
Unkno
ko
Prone
Widec
Videc
Videc ™

Apply | Cancel ‘

To invoke the Filter tabs or trigger error conditions, select the box of Advanced.

Mark on Filterl and Filter2 in the “Advanced Setup” to popup the tabs for each filter.

Only PG mode supports capturing error packets.

(TAP mode captures all packets include error packets by marking on “All Packets”.

Errors:

® CRC Error (packets with FCS checksum error)

® Alignment Error (packets with FCS checksum error and 1 nibble less than setup

length)

® Dribble Error (packets with correct FCS checksum but having an additional 1

nibble attached)

LINEEYE CO.,LTD
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4.3.1 Templates

Ea Capture Setup Port A

FE&X

Template l

DI TS TS T

-

~

All Ugzer Diefined

General  Filter 1 ]Filter2| Buffer ]

v SIF |19'2 68 .0 100
9

v DIF |1'2 68 .0 200

W SicPort 1025
v DstPort 1025

v WLAN

No. MAC Address | Yende &
1 00 00 o0 a0 00 00 Unkno =
2 00 00 48 Seiko
3 oo oz oo Toshi
4 00 0c &E hsust
5 00 0E Oc Intel
& oo 11 D& hsust
7 00 13 46 D-Lin
i oo 12 4¢ D-Lin
] 00 15 FZ Undino
10 oo 17 =21 Tnkrio
11 00 20 4h Prone
12 oo 20 ac Videc
13 00 80 OC Videc
14 oo g0 OC videc ¥
<
Apply | Cancel ‘

In the Template Tab of the Filter Tab, choose protocol type and protocol contents(SIP,

DIP, Src Port, Dst Port) for trigger condition of filtering.

LINEEYE CO.,LTD
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4.3.2 User Definition

Invoke the Setup tab of Filter tab. Please note that this feature is also available in the
TAP mode. If it is in the PG mode, click the TAP button in the Control window to switch

mode. Choose the All User Defined option and the Setup tab will emerge.

[LE] Capture Setup Port A

General  Filter 1 ]Filter2| Buffer ]

No. MAC Address | Yende
Template  Setup ] 1 00 00 00 00 00 00 Urkno
P 00 00 48 Seika
select |Length |foset |Trigger Mask 3 00 02 On Tozhi
UDF 1 U o 000000000000 FFFFFFFFFFFF 4 o0 oOC &E Asust
UDF 2 |:| ] o 000000000000 FFFFFFFFFFFF 5 oo 0E oc Intel
upr3 |[] ] 0 00 00 00 00 FF FF FF FF & oo 1l bs Asust
upF4 |[] 0 o 00 00 00 00 FF FF FF FF L oo 13 46 D-Lin
0 8 0o 13 48 D-Lin
UDF 5 o 0 00 00 00 00 FF FF FF FF 9 00 15 72 —
uors |1 0 0 00 00 00 00 FF FF FF FF 0 |oo 17 31 S
11 a0 Z0 44 Prone
12 oo g0 oc Tidec
[T 1 0r TIDF 2 or ITDE % or UDF 4 or [DE 5 or TDF6 | == 00 80 0C Tided
14 00 20 0OC Videc™
<
Apply | Cancel

In the Setup tab of the Filter tab, choose UDF combinations and edit Length/ Offset/

Trigger/ Mask values (Mask values have to be set in bit).

UDF1/UDF2 of trigger is up to 6byte and everything else is up to 4byte. Set don’t care

setting as “0” in the mask. The one you marked in the “Select” will work.

The following UDF combinations are available:
UDF1 or UDF2 or UDF3 or UDF4 or UDF5 or UDF 6
UDF1 and (UDF2 or UDF3 or UDF4 or UDF5 or UDF 6)
UDF1 and UDF2 and (UDF3 or UDF4 or UDF5 or UDF 6)
UDF1 and UDF2 and UDF3 and (UDF4 or UDF5 or UDF 6)
UDF1 and UDF2 and UDF3 and UDF4 and (UDF5 or UDF 6)
UDF1 and UDF2 and UDF3 and UDF4 and UDF5 and UDF 6
(UDF1 or UDF2 or UDF3 or UDF4) and (UDF5 or UDF 6)

(UDF1 and UDF2 and UDF3 and UDF4) or (UDF5 and UDF 6)

(UDF1 and UDF2) or (UDF3 and UDF4 and UDF5 and UDF 6)

LINEEYE CO.,LTD
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4.4 Capture by size

In the Capture by Size pane, packet size (X) can be set to be larger/ less/ in between

gaGapture Setup_Port A

General l Buffer ]
Capture setup
i Al packets
" wiizard
7 Advanced
o

Capture by size

' Laowver bound:
M Upper bound:

(¥ = Lowwver bound
" ¥ = Upper bound

" Lowver bound = X £ Upper bound

54
1315

S

Mo. MALC Address |\\'ende =
1 00 00 00 00 00 00 Unkno —
2 0o 00 43 Seiko
3 oo o0g 0D Toshi
4 00 oc &E Asust
5 0o 0OE OC Intel
b 0o 11 D Asust
7 0o 13 46 L-Lin
8 0o 13 4e L-Lin
a9 0o 15 Fz Unkno
10 oo 17 21 Unkno
11 00 20 44 Prone
12 oo 20 0C Widec
13 on g0 oc Videc
14 oo B0 0OC videc ¥
<
Apply | Cancel |

user-defined bounds. (The length ranges from 64(48) to 1536(2032) bytes in TAP(PG)

mode.)

Click “Apply” button after the configuration.

<Important>

Please click “Apply” button every time after the configuraion.

LINEEYE CO.,LTD

27

E-Mail: info@lineeye.co.jp
http://www.lineeye.com



LINEEYE

LE-580FX Window USER'S MANUAL

4.5 File to saving data

E:E! Capture Setup Port A

General  Buffer l

Capture file

“HecordFilte

Filename prefis : |Captures, *

No. MAC Address | Yende
1 00 00 00 00 00 00 Unkoo —
2 oo oo 48 Beiko
3 oo 02 0D Toshi
4 oo oc &E hsust
5 o0 0OE 0OC Intel
1] oo 11 D& hsust
T o0 13 46 D-Lin
i o0 13 48 L-Lin
9 o0 15 FZ Unkno
10 oo 17 31 Tnkno
11 00 Z0 44 Prone
12 oo 20 oc Tidec
13 o0 0 oc Videc
14 oo g0 00 Fidac ¥
£ (| >
Apply Cancel

M seject Default Directory

Drives

=

[~

Folders . C:A\WorkSpacehuzer\Record'Filter

[= Program Files
[= Lineeye
[== LE-580F-
(== LE-B80F Window
= workSpace

(= user
[= Recaord

)

[

IIIK|

Cancel |

EEX

You can select the file where you can save the packet data before capturing.

Invoke Buffer tab in the “Capture setup” and click _| to open the Select Default

Directory window.
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5. Dashboard

Go to the Main window top-level menu and choose Statistics=>Meter=>Dashboard or

simply click the Show Diagram button g to invoke the Dashboard.
There are 4 parts for PG mode in the Dashboard: Port A Tx, Port A Rx, Port B Tx, and
Port B Rx. And there are 2 parts for TAP mode: PortA->PortB, PortB->PortA.

M pazhboard
L | 2] | .Q| I’|\—"|E|E |TJHefresh Rate: 1 [zec]
|
Packets/s {01 1 10 100 1,000 om0 To0om0 148809 b
Utilzation =07 ; —— : T %g
s = 1 10 100 1,000 10,000 To0om0 146809 i
1
et e 1000 10500 Toaoon 143809 2|3
Utiization {0 : - ' " im %%
. . 2z
Enors/s (0] 1 T T m 1,000 10,000 100D00 148803
M pazhboard
_||: | & | D-| = |EI1E *Iﬂefresh Rate: 1 [sec]
x

Packetsts 0] - - - - — .
1 10 100 1,000 10,000 100,000 148203
Utilization 0] ; — ' 3
1 10 100
Erors/s 0] ; H = - : —1
1 10 100 1.000 10,000 100,000 148809
Ed|
Packets/s 0] H — oy — [B— —
1 10 100 1,000 10,000 100,000 148803
Utilization ——{0] , : ' T
1 10 100
Errorz/s :@ ' ——ry e e s =
1 10 100 1,000 10,000 100,000 148809

The three horizontal bars of each part show the rate of Packets/s, Utilization, and

Errors/s,
Packets/s 1085 :
1 10 100 1,000 10,000 100000 148803
Utilization [ n y {6 . 1
1 10 100
Emars/s | ; 6] — . . —
1 10 100 1,000 10,000 100000 148809

For the horizontal bars, red represents the data value is larger than the threshold value,
green represents the data value is less than the threshold value. In this case, Utilization,

and Errors/s do not exceed the threshold (they all green).
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Click the Show Diagram button E‘ to fold/unfold the Dashboard window.

TAP mode:

IE Dashboard

E | ] |-Q-| ’E EII [ J TJHetres_h Rate: 1 [sec]
i (7] i
Packets/s 0] t } t t - T — ]
1 10 100 1,000 10,000 100000 148503 i
Lltilizaati 0] ; m— . 1 —
ilization (0] : * o
Erorsts —0 ] - - — - = =
1 10 100 1,000 10,000 100000 148503
Metwark ] Filkers ] Dretail Enors] Size Distribution
-- R Packet/s a
R Utilization ]
- Error)s 0
Rux Bytels i
- Broadeast/s a
- Mulkicasts a
01
173058
=l -
Packets/s 0] ; P —t —t = — !
1 10 100 1,000 10,000 100,000 148803 4
Utiization =0 | ; ; ' T |
1 10 100
Errorsfs —0 - - — - 7 =
1 10 100 1,000 10,000 100,000 148803
Metwork ] Filkers ] Detail Errors] Size Distribution
! :. R Packet/s El_i
¥ Rx Utilization o |
Erroris 1] |
R Bybels 0 |
Broadeast/s i} |
([~ - Multicast/s i
01 | |
173058 | I
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PG mode:

M pashhoard

L .Q| ’E E|& L‘:‘&Jﬁe[resh Fate: 1 [zec]
i : fresn 2 .
Packetsts (0] : " H ; [— — e
1 10 100 1.000 10,000 100,000 148803 b
Ulization ——{0 ; — ' + Z
1 10 100 =
:' [} 1 0
Frorsfs 1 10 100 1,000 10,000 100000 148803 E
Netwark ] Filters ] Detail Errors] Size Distribution 2]
' ! ! ! - .Rx Packet/s ]
: : ! ! R Utilization 0
E : : : Errorfs i]
Fux Bvhefs i
i | i i - Broadcast/s ]
i E i i | Multicast/s ]
01 ; | | | |
172815 17283 172847 172003 172013 |
i‘ o
Packetsts (0] : " H ; [— — 2
1 10 100 1,000 10,000 100000 148803 m
Ulization ——{0 ; — ' + Z
1 10 100 =
Erarsds —{0] X ; - = . = 2
1 10 100 1.000 10,000 100000 148803 IZI_J|
Netwark ] Filters ] Detail Errors] Size Distribution 2]
1 ' ! ' ! : 'Rx Packet/s o |
f i : : Rax Utilization o |
: Errarfs a |
: . : ! R Bykefs 0|
| i i | 4] - Broadcast/s 1] |
! i E i ([+] Multicast/s 1] |
01 : : ' i ! |
172815 1722831 172347 172903 17:2819 | |

There are 2 individual tabs in Tx: Network and Collisions.

And there are 4 individual tabs in RX: Network, Filter, Detail Errors, Size Distributions.

In the Rx Network tab, 6 types of data (Rx Packets/s, Rx Utilization, Errors/s, Rx

Byte/s, Broadcasts/s, and Multicasts/s) are shown.

b3
Packets/s {0 : : + : = — w
1 10 100 1,000 10,000 100000 148809 L
Utilization =0 : - T 1
1 10 100
Erors/s :@ L L
0 100 1,000 10000 100000 148809

1 1
| Filtersz I DetaiIEnorsl Size Distribution
100004 - —-r |-t B 5
10004 - -
1004 ---

0] RIS
iy A“-:” -A_-I
03
13

33531 133547 133603 193619 153685 153651 133707 133723

- Broadcastfs
- Multicast)s

R Packetfs
R Ukilization
Errarfs

R Bytels

oo oo oo
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In the Filters tab, 4 Filter items (Filterl Packet/s, Filter 1 Byte/s, Filter 2 Packet/s, and

Filter 2 Byte/s) are shown.

-

Packets/s 0] + : - = ; =
1 10 100 1,000 10,000 100000 148809
Utlization {0 ] . . T 1
1 10 100
Errorsds :@ + H — : : =1
1 10 100 1,000 10,000 100,000 148809
Net@etaii Ermors | Size Distribution |
! ; Filter1 Packet/s 0
Filter1 Eytefs i
I Fiterz packetss 0
Filker? Bvtefs 0
01 " " : : : :
134232 134248 134304 134320 134336 134352 134408 134434

shown.
' b
Packetsds [ 1] : - = ; = v
1 10 100 1,000 10,000 100000 148809 o
Utlization 0] . . T 1 —
mzaton 1 1 D 1 DD
Errorsds :@ - - — i i —
] 10 100 1.000 10,000 100000 148803
MNetwark. I Filter§ ~ Detail E@ize Distribution
1 : : : : TP Checksum i
IP Checksum 1]
Alignment Errar/s i}
Dribble Errors i}
CRC Errorfs ]
DI Errorfs i}
i 1 | | i i : : - Sequence Misss il
134306 134322 13:4338 134354 134410 134436 134443 134450

In the Detail Error tab, 7 error types (TCP Checksum, IP Checksum, Alignment Error/s,

Dribble Error/s, CRC Error/s, DI Error/s, and Sequence Miss/s (Series Error/s)) are

In the Size Distribution tab, 7 items (Undersize/s, 64-127 Bytes/s, 128-255 Bytes/s,
256-511 Bytes/s, 512-1023 Bytes/s, 1024-1518, and Oversize/s) are shown.

Represented in different color, the pie chart consists of various packet lengths.

T
wr
m

Packetss [ P m— ) — . 7 ; =
1 10 100 1.000 10,000 100000 148803

Utifzation =0 ] , ; . T

1 10 100

Erorsds (0] H H T : - —

1 10 100 1.000 10,000 1nooon 148303
Network I Filkers I Detail Erra SIZE Distribution

Undersize/s i
I 4127 Bvtesis 0
128-255 Bytes/s 1
[128-255 Bytes/s | [Oversize/= fytes7z | | MM 256-511 Bytes)s 0
512-1023 Bvtes/s 1]
B 1024-1518 ]
- Crversizels a
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P ——
Netwnlkl Filters I Dietail Er rg  Size Distribution

RUNT/s 1]
£4-127 Bwtesfs 13,440
128-255 Bytes/s a

CEECTER [uarsiets foss ]| MMzses:: ovests 0
S12-1023 a
1024-1518 a
B oversize /s 0

In this case, DUT are sending packets with length in the range of 64 to 127 bytes, so
the pie chart will be completely green.

In the Tx Network tab, 4 types of data (Tx Packets/s, Tx Utilization, Collision/s, and Tx
Byte/s) are shown.

-
Packetsds 0] ; : - - , = 2
1 10 100 1.000 10,000 100000 148803 s
Utiization {0 ] : : ! T 7
1 10 100 -
Collsionsds —{0] ; . = - : = 5
1 10 100 1.000 10,000 100000 148809 =
e
Network lisions I i
L Tx Packet)s 0
Tx Utilization 0
- Callisian)s 0
Tx Bwtefs 1]
- : : d : : : :
136641 135657 135713 135720 135745 135801 135817 135833

In the Collisions tab, 5 collision items (Total Collision/s, Single Collision/s, Multi

Collision/s, Ex Collision/s and Late Collision/s) are shown.
|

-

Facketeds 0] H : : - : = 2

1 10 100 1,000 10,000 100,000 148509 w

Utiization —{0 | . ; T T 7

7 10 100 7

Colisiors’s {0 ] . . = . . = s

N 10 100 1,000 10,000 100000 148303 w

Networ L\§ i
1

Tokal Collision,'s
Single Collisionys
I i Colisianys
Ex Collision/s
- Late Collision/s

=== = =]

=0
s

6717 135733 135743 136806 136821 125857 126854 125210
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Ea Meter Threshold Gonfie

Mame Threshold = Floset
1 Packet/s 5000 =
2z | utilization 50 Resst Al
3 Error/s 70
4 |Bytejs 10000000 <@—
L Broadcast/s 500
[ Multicast/s 500
T Filter1 Packet/s 10
8 Filter2 Byte,s 10
q FilterZ Packet/s 10
10 |[FilterZ Byte Count/s 10
11 | TCP Checksum Error/s 10
12 |IP Checksum Error/s 10
13 | Alignment Error/s 10
14 |Dribble Error/s 10
15 |CRC Error/s 10
16 |DI Checksum Error/s 10
17 |Sequence Miss)'s 10
18 |Total Collision,/s 10
19 |Single Collision/s 10
20  [Multi Colliision/'s 10 = m

Click the Threshold button El to invoke the Threshold window, where various data
can be set with a threshold value. To reset individual item, click the Reset button.
Reset All button is for resetting all items.

The data are checked per time that has been set at “Data Refresh Rate”.

In this case, for better demonstration, threshold value for Bytes/s is changed to
10,000,000. Click “Apply” button after configuration.

When the sampled data reach the threshold, the time will be displayed in “Alarm info”.

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp

34 http://www.lineeye.com



LINEEYE

LE-580FX Window USER'S MANUAL

Example of using Dashboard:

Connect LAN devices(DUT1, DUTZ2) into PortA and PortB of LE-580FX. Each data will

be transmitted/received in the PortA and PortB. LE-580FX transmit captured data into

PC. That data will be shown in the Dashboard.

PortA => PortB | *
D ——
_ o] [so00ee] oo
PortA <= PortB DU DUT2

M pashboard
E I B I.D. I IE E_I&ITIHBITESﬁ Rate: 1 [sec]
=l >
Packets/s | 1,980 ———3 &
1 10 100 1,000 10,000 100,000 148803 3
Utiization L 7 = - L 1 _'
1 10 100
Erorsds | ; L6} L : - =
1 10 100 1,000 10,000 100,000 148809
Hetwark IFiIters | Dstail Emors | Sizs Distribution
1,000,000 I_- Rx Packet/s 1,952
100,000 - . . R Likilization 7
10,000 - ! ! Errarfs 27
1,000 == - . Rox Bytels 913,403 B
100-- i - Broadcast/s 0
110- - | "! : (] I patcic ast s 0
1 5 ] ] ] | ErgensE
01 - ) - - !
T0:14:40 107456 101512 101528 101544 101600 109676 101632 |
=l ol
Facketsis — 580 — {1z
1 10 100 1.000 10,000 100000 148809 *
Utiization L " — P =t I 1 _'
1 10 100
Erarsf’s ——{0 - - — - ; =
1 10 100 1.000 10,000 100000 148303
Network] Filters I Detail Errars  Size Distribution
I_- Undersize/s 0
64-T27 Bytes/s I B4-127 Biytes/s 1,766
I 125-255 Bvkes/s &0l [
| M zse-sit Butes)s 6
1024-1518 Bytes/s | | 512-1023 Bytes/s 0
I 1024-1518 10
T95-966 Bytes/= I Quetsizels o
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Metwork I Filters I DetailEerrsI Size Distnbulionl

| 000,000 -

1oopond -
10,0004 -
1,000
o0l |
10
1

i i ! : ‘
120629 120645 120703 120721 12:07:39

R Packetsis 148,807 K .

R Utilization 93 [@ Alarmi ng
- Errorsis 0

Rux Bytes(s 9,523,645 [ Mark

B roadcastsis 148,807 [

- Multicastss 1]

The vertical thin red line (pointed by the red arrow) indicates the time at which the data

are sampled. In this case, white line symbolizes Rx Bytes/s, green line symbolizes Rx

Packets/s, blue line symbolizes Errors/s, and yellow line symbolizes Utilization. The

data having value larger than threshold value will be attached with a little alarming

]

mark

next to the numbers.

CEX

Information

M Afarm Info

Type: |&l -
I # TimeStamp |5I:al:us
1 2007/10f24 16:42:53 EF\->B
2 2007/10/24 16:43:13 4-=B
|3 2007/10/24 17:02:05  A-=B
4 2007/10f24 17:02:05 B-=4
5 2007/10f24 17:02:05 B-=4
iB 2007/10f24 17:02:05 B-=4
|7 2007/10/24 17:02:05 B-=4
|3 Z007/10/24 17:02:25  A-=B
] 2007/10/24 17:02:25  B-4
| 10 2007/10f24 17:02:25 B-=&4
111 2007/10f24 17:02:25 B-=4
12 2007/10/24 17:02:25 B-=4
13 2007/10f24 17:03:25 A4-=B
|14 2007/10f24 17:03:25 B-=4
| 15 2007/10f24 17:03:25 B-=4
I 16 2007/10f24 17:03:25 B-=4
|17 2007/10/24 17:05:25  B-=A
|
|

64-127 Bytesfs: Current value=148308, Threshold=100
64-127 Bytesfs: Current value=148308, Threshold=100
64-127 Bytesfs: Current value=148309, Threshold=100
R Packet/s: Current value=142045, Threshold=100
Rux Utilization: Current value=99, Threshold=50

Rx Bytels: Current value=9658992, Threshold=500000
64-127 Bytesfs: Current value=142045, Threshold=100
64-127 Bytesfs: Current value=148308, Threshold=100
R Packet/s: Current value=142045, Threshold=100
R Utilization; Current value=99, Threshold=50

Rx Bytels: Current value=9659060, Threshold=500000
64-127 Bytesfs: Current value=142044, Threshold=100
64-127 Bytesfs: Current value=1157, Threshold=100
R Packet!s: Current value=142044, Threshold=100
R Utilization; Current value=99, Threshold=50

R Bytels: Current value=9659036, Threshold=500000
64-127 Bytess: Current value=142044, Threshold=100

b

Click the Alarm Info button L=1 to invoke the window

for Alarm Information. The data

having value larger than threshold value will be shown in the Alarming Info.

Click the Reset button

to reset the Dashboard.
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Save to Chart Files Interval E'

Save Interval (minute):

]

QF | Cancel |

B

Click the Save Meters Interval button to invoke the Save to Chart Files Interval

window.
In this case, data will be saved into following as ALG file every 60 minutes (default):

“C:¥Program Files¥LINEEYE¥LE-580FX¥LE-580FX Window v1.5b003¥WorkSpace¥user¥Record
¥Monitor¥20110310”

Folder “20110310” will automatically made based on the date(year/month/day).
Network tab, Filter tab, and Detail Error tab will be saved.

You can load the file from Main Window top menu; File=>Load Monitor log

Data Refresh Rate @

Refresh Interval (gecond):

i

K | Cancel

Click the Refresh Timer button |21 to invoke the Data Refresh Rate window. In this

case, the dashboard will be refreshed every second (default).
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6. Counter Window

Go to the Main window top menu and choose Statistics=>View Counter Window or

simply click the View Counter Window button to invoke the Counter Window for

detailed statistics of selected ports.

Ea Counter Window |z| |E| E|

DA o] (0@ T o]
Port # Port A | Port B Totak: 2ports | #
Unicast{bytes)

Sequence Miss
TCP Checksum Error
IP Checksum Error
CRLC Error
Alignment Error
Dribble Error

DI Checksum Error
BERT Error
Undersize
Oversize
Fragment

Lower Bound
Jabber

Upper Bound
b4-127 Bytes
128-255 Bytes
256-511 Bytes
512-1023 Bytes
1024-1518 Byktes
Total Collision
Single Collision
Multi Colliision
Excess Collision
Late Collision

ARP Reply

ARP Request
ICMP Reply

ICMP Request

o o oo oo o oo o oo oo oo oo oo o oo oo oo oo oo
o o o o oo o oo o oo oo oo oo oo o oo oo oo oo oo
o oo oo oo o0 oo oo o oo oo o oo oo o oo oooo

Click the Start Selected Port Counter button i‘ to start counting packets from the
selected port. Click the Stop Selected Port Counter button ﬂ‘ to stop counting
packets from the selected port. Click the Start All Counter 4d to start counting

packets from all the ports. Click the Stop All Counter = Ito stop counting packets
from all the ports.

Click the Export to Excel File button to export the current file to an Excel file.
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Click the Font Setup button A to invoke the Font window to adjust fonts.

1]

Click the Reset button to reset the counter.

B

To enhance user-friendliness, click the Item Select button to bring out the Row

Selection window to select specific items to show on the Counter window.

M@ Counter Window row sele... [D@

+- [#] Rate & Utilization
+ Packets
+ Filters

+ Captures
+ Errors

+- [#] Size Distribution
+- [#] Collisions

+ ARP & ICMP

(Naone] v Defaul ‘ oK ‘

0

Click the Hide Zero Rows button to remove items with O value to avoid confusion.

Click the Adjust Column Width button H to adjust column width (in pixel).

Elease input the Width of Golumn: E'

Calumn Width

120

0] 4 | Cancel |

Click the Adjust Row Height button 1 to adjust row height (in pixel).

Elease input the Heigth of Row: [5_(|

Fiow Height

(0] 4 | Cancel |

The range of packet size that is able to be count is from 52 to 2K bytes
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7. Capture Window

Go to the Main window top-level menu and choose Capture=>Capture Window or

simply click the View Capture Window button to invoke the Capture window.

l_!.acapture Window Fort & & B E][E|E|
=] »|s| @lo]|m|. EHEE o g
No. Deltafus) |Length  |Da [sa |[Ether  |Protocol |Data
Frame Display
< >
+ L
* Behernat 802.2 Protocol Decode
+LLC { Logical Link Control Protocol )
|
Data Display
|

The complete Ethernet packet for the protocol configuration will be demonstrated in the
Capture window for in-depth analysis. Specifications of various protocols as well as
packets contents are clearly displayed in hexadecimal and ASCII format. The Capture

window is divided into the following three parts:

Frame Display: The top area of the Capture View window contains a summary of
each frame captured.

Protocol Decode: The middle section of the Capture View window is a protocol-

dependent decode of the selected packet’s contents.

Data Display: The bottom of the Capture View window shows the entire contents of
the selected packet. The left hand column is the packet offset, expressed in
hexadecimal. This is followed by sixteen bytes of data display, all in Hexadecimal,

and the right hand column contains a display of the data in ASCII.

In the Total Capture box in the Capture Window, there will be the total number of
packets until capture end. Captured data will be saved automatically in every 500

frames. The Page box tells you the which number of file is displaying now.
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* LE-580FX Window(above v1.5) can save packets up to 250,000,000(500,000
files).

Click the Start Capture button LI to start capturing data. Once the button is clicked,
the following Warning message will show to ask about deleting all files with certain

prefix. Choose OK. If you do not want to delete the file, click Cancel and choose the

folder to save.

Warnine

Do wou wish to delete all files with prefix Capture &

CUTOR] St |

Click the Stop Capture button Ill to stop capturing data. When stopping the capturing,
it displays the packets of data file.

Click the Next Page button El to show the next data file. 500 frames will be saved at

once in the Capture Window. To show more frames, you need to click this button.
Click the Previous Page button EI to display the previous data file.
Click the Export to Excel File button @I to export current file to an Excel file.

Click the @I button to invoke Ethereal. (When Ethereal is selected by Capture
option.)
Click the E button to invoke Wire Shark. (When Wire Shark is selected by Capture

option.)

Click the IE‘ button to open former records by capture buffer. Data captured by the
Capture window of LE-580FX can be saved in the place you set in the Buffer tab.

Please do not install WinPcap when installing Wire Shark or Ethereal.

The range of packet size that can be captured in TAP mode is from 64 to 1536 bytes(including CRC).
And that in PG mode is from 64 to 1536 bytes. Because of the limitation of PC performance and Networks,
the ability of LE-580FX window in capturing is not well as Wireshark or Ethereal.

Wireshark and Ethereal are recommend in capturing packets.

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp

41 http://www.lineeye.com



LINEEYE

LE-580FX Window USER'S MANUAL

—

Gapture Window Port A & B

B[(=1[ES

EREEDOET - - -

No. Deltafus} |Length DA Y |Ether |Protocol | Data »
1 u] z17? 02 00 00 00 cO 9F 20Z.2 0o CE FO FO 03 2C 00 -
2 lze 2 FF FF FF 00 cO 9F |EtherII TUDFP 0z 00 45 00 Q0 4E 3.
3 749540 2 FF FF FF 00 cO 9F |EtherII TUDFP 08 00 45 00 00 4E S
4 FEaoon QF FF FF FF 00 c0O 9F |EtherII TUDF 08 00 45 00 00 4E S
5 IEEEdE {=1a] FF FF FF 00 EO 1% | EtherII ARF 08 06 00 01 08 00
b 3519 QF FF FF FF 00 EO 1% |EtherII TDF 0z 00 45 00 00 4E E-
K TEELEE zl7 03 00 00 00 cO 9F |80Z.8 00 CE FO FO 03 EC Qu
8 £33 QE FF FF FF 00 c0O 9F |EtherII TDF 08 00 45 00 00 4E
9 743334 QE FF FF FF 00 c0O 9F |EtherII TDF 08 00 45 00 00 4E
10 743838 S FF FF FF 00 cO 9F |EtherII TDF 08 00 45 00 00 4E
11 SE3L510 z17 03 00 00 00 CO 9F |80Z.2 00 CE FO FO 03 EC Qu
1z RRF a7 FF FF FF N0 mN0 9F  EtherTT e NR8 NN 45 NN nn 48 ‘:.'IY
L J{m b

:

+ Ethernet Z20EZ.E

+- LLC { Logical Link Control Protocol )

gooooood: 03 00 o0 go co - AF oo CBE FO FO .. .... A% e Raa .
0ooooolo: 03 zZC 00 FF EF 08 00 00 - 00 00 00 Q0 00 G4 4B 43 [ = TEC
oooooozad: Z0 Z0 20 20 E0 EO EO0 EO - 20 20 E0 E0 1C 4C 45 4B LEE B
goooooz0: B3 48 EE Eg 45 BEF EO OEO0 - Z0 20 20 E0 00 FF E3 4D SERVER eM
goooooo40: 4% zZ& 00 00 OO0 OO 18 04 - 00 OO0 OO Q0O Q0 0O 00 00 B%. ... ... _._.._.... e

Meaning of status:

Delta(us)

Length

DA

SA
Ether
Protocol
Data

Time from receiving previous packet until receiving next

packet (unit:1us. Max: 57minutes).

packet size (byte)

(TAP mode does not include the size of CRC, but in PG
mode includes it.)

: MAC address of transmission in hexadecimal.

: MAC address of receiving in hexadecimal.

: either of DIX Ethernet Il or IEEE 802.3 frame

: Protocol type

: frame in hexadecimal in dump display.

LINEEYE CO.,LTD

E-Mail: info@lineeye.co.jp
http://www.lineeye.com

42



LINEEYE LE-580FX Window USER'S MANUAL

8. NIC Mode

LE-580FX will act as pure network interface card with Auto-MDIX supported. When
only one port is connected to network while the other port is left empty, it could be
performed normal network activities (sending e-mail, browsing the internet, etc) without
LE-580FX window control. (MAC address is shown in the bottom of the product)
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